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22
24

26

28

SR WR we A R R WA WA A NR WR WA we We TR WA we wE We .

W we mm wh WA W wm eRm RN e we we e

entry name

. unused

unused

unused

name len entry type

4 words of
entry data
(either UID or link

text description)

WA wR AR Ce Ah YR eh e SR U WA YE wm wWE BE YR e e e PR .

Directory "entry"
dir_entry_t -
total length - 48 bytes
(name.pvt.pas)

next block number

prev block number

‘use count | block type
entry block
data

. . W, - "N, ehA YE ee we ee W, -

Directory “entry block"
"entry_block_t

total length - 150 bytes
(name.pvt.pas)

3Z bytes of entry name
reserved |

reserved

. reserved

name len - # of useful characters in entry name
entry type -~ 0 = not in use

name/uid pair

name/ | ink—-data pair

3

if entry type = 1, this is the UID
entry type = 3, this describes the link text:
link text len
block that holds link text chars 1- 144
block that holds fink text chars l4b~256
reserved for future use

forward thread for doubly finked list
backward thread for doubly finked list

use count - # of used entries in this block
block type- 0 = not in use

- 1 = hash block with 3 dir entries
link text holding block

-3

either 3 dir entries or
up to 144 chars of link text



version

version number of this directory (1)

hash value

of hash threads used for entry name hashing

list size

of entries configured into linear list (18)

pool size

of entry blocks in this directory (429)

entries per block

high block number

of the highes entry block used so far

free block thread

4
#
¥
# of entries that fit in an entry block (3)
¥

of the first block on the free block Iist

m o » O O &~ N O

e NS WE CE e s B WA w WS WS WA R wR P SR TR wm WA W YE wm WA Wh wE we we

n WA e WE e WE WE WA wh WA mE WA M WA WR YR WE WE @R TR e WA e WR we WA we

. unused reserved for future use
10 unused reserved for future use
12 unused reserved for fﬁture use
14 unused reserved for future use
16 entry count ¥ of entfies currently catalogued in this dir
18 maximum count ¥ of entries this directory CAN hold (1300)

Directory "header"
first part of dir_t
total length - 26 bytes

{name.

pvt.pas)

Notes on directories:

1. To add an entry to a directory:

(a)

(b)
{(c)

(d)

(e)
Sf)

Look for an unused entry in the linear list.
If you find one, use it and you're done.
Hash the name you want to add.
Get the hash thread for the specified hash value
and call that value the found block.
If the found block number is O then we need a new entry block, so:
(i) See if there are any blocks threaded through the
free block list and if so, take one of those.
Otherwise, bump the high block number and use that.
(ii) Initialize the newly obtained block, add it to the
end of the apprpriate hash chain, add the new entry
as the first entry in the new entry block and you're done.
If there is an unused entry in the found block,
use it and you're done.
Change the found block value to the number in the current
found block’'s NEYX BLOCK field and goto step (d).



2. The searching rule for a directory is:

(a)
{b)
(c)

(d)
(e)

(f)

look in the linear list.

hash the name you’re searching for. -

follow the hash thread for the specified hash value

to the first entry block with that hash synonym.

search all (3) of the entries in the found entry block
follow the “next block number” in the found entry block
to get a NEW found entry block. If the next block number
is zero, then return NOT FOUND. :

goto step (d) with the newly found block.




CRASH ANALYSIS QOMMANDS

Here are the first three tt1ings you will do. The "ma” (map) command maps the dump
and gives its length and starting location. (The dump is mapped for read/write
access, no extend.). The "da", "am", and "st" commands are described below. You

may want to start by reading their descriptions.

§$ db .
! ma dump.425.04.07
134000 bytes mapped at 2F8000

! da 1
System built on Tuesday, March 22, 1983 3:13:09 pm (EST)

! am map.425.04.07

System built at 1983/03/22 15:14:02 EST (Tue)
mapped mode entered ’ .
Current asid = 1

! st

a7 [<Kvalue>] set SP at time of dump

A7 must always be saved or remembered before taking a dump, since it gets
clobbered. This ocommand will set the SP displayed by the IR command to the given
value. If no value is entered, the contents of OEO03FC (physical 1003FC) are used.
(This is where crash _system saves a7 before entering the prom.)

afblwl|l}[e] <sym> access via symbol name

These are special flavors of db's 'a' command that take a symbol name rather than a
hex address. The suffixes ‘'b', 'w', '1l' stand for byte, word, long. 'e' can also be
aprended if you specify a procedure name and want its ecb instead of its entry

point. ‘
1 al os stack base

E31CEC: 0
E31CF0: E4D400
E31CF4: 0

E31CF8: EAB800
E31CFC:  EA9400
E31D00:  EA9CO0
'E31D04:  EAA400
E31D08:  EAB00O /

! ale ast_$touch
E29DC4: 4EF900EO
E29DC8: 182400E2 /
!



am <path> . load Aegis Map
This tells db to load a map of aegis as produced by bind aegis. Example:

! am //hlfl/sau/aegls map
System built at 1983/03/ 24 13:17: 08 EST (Thu)

mapped mode entered
Current asid = 2

The first line printed indicates when the system was built (this is the first line
of the map file); the second line is printed if a dump (or, actually, anything) has
been previously mapped with db's map command; the third line mdlcates the current
address space (procl $as_id). ,

If you are looking at a dump, the map should, of course, correspond to the version
of aegis in the dump. To determine this, compare the build time printed by the
'am' command (see below) with the build time shown by the 'st' command. These
times should be within 15-20 seconds of each other; if they are not, you've got the
wrong map. If the 'st' command says "Build time not available", which it will for
any aegis built before 02/28/83, then you should perform some reasonability checks
if you have any doubts as to whether or not you have the correct map.

Note 1

In systems built after 02/18/83 the clockh of the build time is stored in
BUILD_STIME, which is at OE00800, wired, and should always be in the dump.)

Note 2 _ v ;
The 'am' command can be uéed even if you haven't mapped a dump. The ‘'wh' ocommand

can . then be used to look up symbols in the map. This is useful, for example, if you
have crashed node next to one on which the map can be examined.

as [Kasid>] set/display current asid

This command is useful only if you have to look in the private address space of a
process other than the current process. For example, if process 9 (user process 1)
is current but you want to look at the stack of user process 2, you will need to
set the asid to 3. (His stack, of ocourse, may not be in the dump.) If you don't
know the asid of a process, dump its pcb with the 'dp' command.

1 as
current asid =1

! as 2

!




.aste <addr>l<astex> print contents of aste

) The 'aste' command dumps an aste (active segment table entry) identified e1ther by
O astex (aste index, starting at 1) or by an address. Example:

! aste 2

~aste 2 at EDCOBO: //HIFI/SYS/NETVRAGING FILE.4BA
fsegno = 1, link = 1 (= EDC000), con_ctrl = 0 (none)
permanent, not immutable, no file trouble, not in trans, hold count = 1
vtoce_addr = 8000039F, fm addr = 0, sys type = 0 ,
file map not modified, blocks_delta = 0, cur_len = 8001
gtms = false, dtm flag = true, grace flag = false, volx = 15, npr = 28
dtm= Monday, April 4, 1983 7:27:32 pm (EST)
type= uid _$nil, acl= acl_$nil

0: wired=l resident, ppn=442 " 14: wired=0 resident, ppn=6C5

1: wired=1 resident, ppn=443 15: wired=0 resident, ppn=78C
2: wired=l resident, ppn=444 16: wired=0 resident, ppn=6CA
3: wired=l resident, ppn=445 17: wired=0 resident, =4ED
4: wired=1 resident, ppn=446 18: wired=0 resident, pon=6EB
5: wired=1l resident, pon=447 19: wired=0 resident, =7CA
6: wired=l resident, pon=448 20: wired=0 resident, ppn=788
7: wired=l resident, ppn=449 21: wired=0 resident, ppn=457
8: wired=l resident, pmn=44A 22: wired=0 resident, ppn=458
9: wired=0 resident, pm=6Dl 23: wired=0 resident, ppn=45B
10: wired=0 resident, ppn=6D9 . " 24: wired=0 resident, ppn=45C
11: wired=0 resident, ppn=6DA 25: wired=0 resident, ppn=45D
[ -12: wired=0 resident, ppn=4F2 26: wired=0 resident, ppn=6E6
U 13: wired=0 resident, ppn=6C7 . 27: wired=0 resident, pon=6DD

Next (cr), link (1) or done (g)?q

If you type return to the above prompt, the next sequential aste is displayed. If
the aste has a non-zero hash thread, you can display the next aste on the hash
thread by typing "1". The aste command will bitch 1f you give it an wnreasonable
astex or an address outside the ast.

a460
This prints hardware information unique to DNx60 processors:
! £460

This dump was taken by CPIO (not CPU)
Current hardware region registers:

RAR (00-07) : C0200C00 80272C00 0 0 0 0 0
RAR (08~0F) : ‘ 0 0 0 0 0 0 0
- RAR(10-17): 0 0 0 0 0 0 0
RAR (18-1F): 0 0 0 0 0 0 8029F800 CO02

CPU state as saved by CPIO: c C
, CPU PC: 3256, CRU SR: 8282700, CPU USP: 875258
-': DO-D7:  82AD004 FFFFFFFF  13AA 100 2020000C F9257464 400 2080C
O AO-A7:  20A852 20852  BCOO 900  BCOO 8401 200130  20R8:



"da [<clockh>] display date

The long word entered is interpreted as a clockh_t and displayed. If you do not
enter a time, the build time of the system in the dump is displayed.

! al build Stime
E0082A: 171ES1FD /

! da 171e81fd |
Tuesday, March 22, 1983 3:13:09 pm (EST)

! da ,
System built on Tuesday, March 22, 1983  3:13:09 pm (EST)

Note 1 This command can be used even if a map of aegis has not been loaded. It can
thus be used when deciding what map to load.

h

db enter/leave debug mode

This command (which won't appear in the help 1list) toggles an internal variable

that controls the display of certain debugging information, particularly during the

process of converting mapped addresses into their dump-relative equivalents. You

should normally have no need of this oommand, but if you are getting strange
results or wmexpected vtop misses or access violations, turning on debug mode may
help isolate the problem.

dct [Kindex>] display dcte(s)

One or all (if <index> is omitted) of the dctes are displayed. Each dcte oontains

information about a particular disk or ring controller on the system. Example:
! ct 0

DCTE for ctype 0 (mnchester) at E2F4A8 (cnum=0) :
ctlr status = 0
lock_no=0015, iomap base=0040, vector_ptr—240, csrs_ptr—FFQCOO
blk_hdr_ptr = E2F400 PAGE INIT
int_entry = E2F584 DCTE4 + 0
int_routine = E3469A WIN_$INT<e> . .
int ec at 274EBA: 114502 E2F4BC E2F4BC DCTE.WIN + 14

df <address> | display fault diagnostic record

Just like an "fst -a", except you have to supply the address of the fault record.
Usually, you- won't know where a fault diagnostic record is. One technique is to
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enter physical mode and search the mapped dump for occurences of DFDF:
$ db

! ma dump.144b.01.17
200400 bytes mapped at 2F8000

! s 2£8000 2£8000+2003fe O0AfAf :w

3066A0: DFDF
338D32: DFDF
392420: DFDF
424804: DFDF

I af 424804

Fault Diagnostic Information

Fault Status = 9B450000:

status 9B450000

Fault occured in supervisor due to user program error.

Access Addr = FFF0246E
IR . = 0014

Acc. Info = 4E56

User Fault PC = 488148Cl

D0-D7: 00000000 64BA2000 00000000 00000000 00000000 00000001 00020000 388E0000
A0-A7: 00200000 388E0000 55480000 64900000 64940000 649A2F0D 42A72F08 2A680006

Supervisor EB = 2803242E
Supervisor SR = FFF4 '
- Supervisor PC = 264A528A

Most of the DFDF's you find will not be real diagnostic records, and df will
display junk. The one above, for example, has very few reasonable numbers and
should be ignored. :

dpt ' disable PIT (remove from address space)

The PIT, mapped at 700000, is removed from the address space. Subsequent references
to virtual addresses in the range 700000-7FFFFF will reference user space

addresses.

dp [Kpid>] _ display pcb (first ten if no pid entered)

The 'dp' command displays the contents of a pcb (process oontrol block) in nice
easy to digest format. If "pid" is not specified, the pcb's of all bound processes
are dumped. Example:
L d 9
E2FB82: PID = 9, ASID = 2 *kk USER PROCESS 1 ***
LOCKS HELD: none
STATE: bound waiting on 3 eventcounts:
E32890: 4 EBEF4A EBEF4A  SOCK_$SOCKET<d> + 80
E33396: 392138772 EA9304 EBEF5A TIME SCLOCKH_EC<d>



E30550: 0 EBEF6A EBEF6A  FIM $QUIT EC<d> + 18
REMAINING TIMESLICE = 764 NEXT = E2FA6A, PREV = E2FA6A STACK PIR = EBEF36
CLOCKH_T AT START OF LAST WAIT = 175F58D5 PRIORITY = 3 SP's=277B04/EBEF90
! A

(J Note 1

If a lock is dlsplayed as:
LOCKS HELD: win_$lock (W)

it means that the the process is waiting to acquire the lock; someone else is
actually holding the lock. (db notlces that the process is waiting on an eventcount
in LOCK_$EVENT _LISTS.) .

Note 2

"STACK PIR" is a pointer to where the USP and SP were saved on the process's
stack. The saved USP and SP are displayed following "SP's". For the current
process, all three of these fields should be ignored; the current SP is in the
registers saved by MD (if you're lucky).

Note 3

Examination of "CLOCKH_T AT START OF LAST WAIT" is sometimes useful in determining
which processes have run recently. ,

Note 4

In the interpretation of the eventoounts a process is waiting on, the first f£field
O (the count) is in decimal.

Note 5

One of the first things you should do in analyzing dumps, particularly those of

obscure cause, is dump all the pcbs. This will tell you who was running (current),

who was ready to run, who ran recently, and who was blocked and why. After looking

at a few dumps, you will recognize which processes are in their normal quiescent
- states and which have had their cages rattled. See also the RL command.

dr  display registers at crash

This command dumps the last set of registers saved by MD. Note that this is NOT a
shorthand for "d d0 a7 8:1", which will show meaningless information.

1 dr . , ,
do: 0 FFFFFFFF 13 0 10 0 1 8000
al: 7D8 E00294 EOQ2E2 E2FA10 E00242 FFB001 E00200 140000
) v

Note 1

The A6 and A7 shown above are typical of the registers saved following a reset
O command; they should be 1gnored. (Usually only A7 has been clobbered.)



ds display disk statistics

The "ds" command Gumps WIN_SCNT, SM _SONT (if t-.he system has a storage module), and
DISK_SERROR_INFO -~ information about the most recent disk error.

! ds

Winchester I/0: total= 18441 reads= 10338 writes= 8103
Not ready 0 Contrlr busy 0
Seek error 0 Bquip check 0
Drive time out 0 E Overrun 0

CRC errors 0

No disk error info has been recorded.
!

dv <addr> convert db address to virtual address

If you have had to go into physical mode (see' p" command) to look at something,
the "dv" command can be wused to translate physical addresses back into their
virtual equivalents (if one ex:Lsts) Examples:

! dv 32c188 :
32C188 = 0/E2F988 P(BS<d>

! dv 69
addr not part of dump

The number preceeding the f'/" is the asid of the address.

dvt " print disk volume table

The "dvt" command dumps the entire disk voltine table. Use this to see what volumes
were mounted at the time of the dump, the state of the volumes, etc. -

! avt

INTE for lvolx 1 at E33F4E: mounted
unit = 0, dtype = 0, dcte ptr = E2FOA8 DCTE.WIN + O ,
b_per_vol = EB67 (60263), b_per_trk = 12, t_per _cyl = 3, curr_cyl = 1D3
lv_base = 1, owner pid = 1, volume ui»d = 11EA304C.10000105

DVIE for pvolx 2 at E33F72: free

‘IVTE for pvolx 3 at E33F9%: free

IVIE for pvolx 4 at E33FBA: free

IVIE for pvolx 5 at E33FDE: free



e,

DVTE for pvolx 6 at E34002: mounted
‘unit = 0, dtype = 0, dcte ptr = E2F0A8 DCTE.WIN + O
b per vol = EB68 (60264), b_per_trk = 12, t_per_cyl = 3, curr_cy.
lv_base = 0, owner pid = 1, volume uid = 11EA2E85.00000105

1 .

ept enable PIT into the address space

The PIT is mapped into the address space at 700000. This also enables the PT
command.

ff [<addr>] try to find stack frame in addr - addr+1024

This command attempts to find a reasonable looking stack frame in 1K bytes starting
with the specified address. If it finds one, it then calls the trace stack command
to display the stack from that point. If you don't 1like the resulting chain of
stack frames, type "ff" again with no argument. The search will be restarted just
after (above) the first frame found.

! ££ 0ea%000

stack frame at: EA9006... ' :
previous frame: EA906C PROCESS 4 STACK - 394

ecb : E31CC8 EC_SWAITN<e>

unit list : 0 .
caller' db : E340B8 WIN_$RD WRI<e> + C
pc for return : E2FE6C EC_SWAIT<A> + 24
argument 1 ¢ EA9028 PROCESS 4 STACK - 3D8
arqument 2 : EA9034 PROCESS 4 STACK - 3CC
argument 3 ¢ 200El ‘

Continue trace back? n
1 : , :

Note 1 ' ‘ J

If you hit on an old chain of stack frames, the trace back will mostly 11ke1y end
up a garbagey stack frame, access violation, etc. Several "ff" commands are usually
needed before finding a reasonable chain that reaches all the way back to top of
the processs'es stack.

od [Kunit>]  get (pbu) dcte

This command will dump the current state of a PBU dcte (not to be oconfused with
disk/net dcte's). This oommand is only useful on systems that have a pbu;
particular dcte's of interest are those of the tape (3) and storage module (4) If
no it number is specified, all the PBU dctes are dumped.

1gd 0
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- DCTE 0 AT E3B946:

int_addr: E3BC00
asid: 0000
pid: 0

- flags/eci: 0060 (ec not advanced, int_addr not set)

base_wnit: 0
uint_addr: 000000
ec_addr: 000000

ec: 0, E3B95A, E3B95A
timer: 0, E3B966, E3B966
usp: 000000

csr_pmn: 0

csr_ptr: 000000

iomap base: 0

iomap start: 0000
iomap end: 0000
mem _ptr: 000000
mem_len: 0000
mem_iova: 0000
! .

ha <hi> <1o> | <addr> hash uid to astex

Unit 0

The "ha" command will accept a uid or the address of a uid and ‘calculate the index -
of the start of the ast hash thread for that uid. This is useful when you have the
uid of an object and want to examine what the ast says about the current state of

the object.

! wh network_$paging file uid
network_$paging file uid at E2BRA10

! ha 0e2bal0 |
hashs to 48, first astex = B
! ha 1790BA98 800003D4
hashs to 40, first astex = 8A
le list system error log

If system error logging is turned on, the le command displays the contents of the

! le
Thursday, October 20, 1983

~ mapped log file at the time of the crash.

5:32:15 am (EDT') system startup

1:23:28 pm (EDT) crash on Tuesday, October 20, 1983

1:19:21 am (EDT)

crash status — manual stop: type G<ret>G *+2<ret> to oontinue (0S/terminal manager
1:23:28 pm (EDT) system startup '
4:25:34 pm (EDT) system shutdown
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4:25:55 pm (EDT') system startup
6:19:11 pm (EDT) system shutdown
6:19:30 pm (EDT) system startup

Error totals: :
system startups
disk errors
eccc errors
parity errors
system shutdowns
system crashes

ONOOO N

1lvl <addr> print logical volume label

This will interpret and display a logical volume label starting at <addr. This
command can also be used after rwvol has been used to read the 1lv label.

m . enter mapped mode

- In mapped mode, all addresses that you feed db are interpreted according to the

state of the mmu when the dump was taken. In addition to normal virtual addresses,
certain (mapped) hardware addresses can be entered. These are:.

FFF800-FFF9FE IOMAP

700000-7FFFFF  PIT

FFB404-FFB407 MMU status register (Apollo_l only)
- FFB40A-FFB40B MMU bus status register

FFB80O-FFF7FF  PFT

Certain other pages (e.g., trap page, debugger page) can be referenced by both |
their physical and virtual addresses.

Note 1

Mapped mode is automatically entered by the 'am' and 'ma' commands once a dump has
been mappred and a map loaded

Note 2

It is possible for the mmu (ptt, pft, etc.) to be messed up in a dump. This can
cause the mapped-to-physical address translation mechanism in db to cause access
violations. Since db's fault handler immediately tries to use the same mechanism,
an infinite loop can result. To prevent this, db briefly leaves mapped mode when
there's a possibility of a fault being generated. If there IS a fault, you will see
the fault message and be left back in physical mode. Just type 'm' agin to
oontinue. (This hack will be fixed up sometime.)

"Note 3

In a dump taken from a floppy, only the first 1K entries of the pft will be present

(since only the first 1M of memory will fit on a floppy).



mm <addr> | <ppn> print mmap entry

- The "mm" command shows you the current state of a rphysical page of memory. Of

particular interest is the astex, which will indicate the aste of the object to
which the page belongs. Example- " ‘

! mm 500

E41C00: ppn 500: C4B50117 in use, astex=B5, daddr_h=0, pttx=117
avail=true, null=false, mod=false, usedp=false, usedr=true

Next (cr) or done (q)?

E41C04: ppn 501: CA30020E in use, astex=30, daddr_h=0, pttx=20E
avail=true, null=false, mod=false, usedp=false, usedr=true

Next (cr) or done (qg)?g

v

mr print mem rec (eccc or parity error log)
The contents of the memory eccc or parity record are displayed. (Info is the same
as that displayed at the end of a netstat -1.)

! mr
A total of 0 parity errors were detected.

S e e e e e S e st — ——
— e

ms <érgs> mapped search (just like md's 's')

This works just like md's "s" command, except that you specify dump-relative
addresses. (There are bugs here.)

mst [<asid>|<msteaddr>] print mst for an asid (0 for gbl, omit for curr)

This command will dump the mst' (mapped segment table) for a given asid. If
anitted, the current asid is used (see "as" command). The "mst" command will also
accept an address that is in some part of the mst. It will figure out which asid
corresponds to that address and dump the entire mst for that asid. .

! mst 3
— MST is at EC8000 — ‘
MST for asid 3. 1st MSTE is at: ECBCO0

VA Range  Obj Start UID/Pathname

200000 ~ 28FFFF 0 1784E56D.70000192
290000 - 297FFF 0 /SYS/NODE_DATA/DM_MBX
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298000 - 29FFFF 0 /ooM/sH ;
2A0000 - 2BFFFF 90000 1784E56D.70000192

2C0000 - 2C7FFF 8000 1784E56B.30000192
2C8000 - 2D7FFF 0 /ooM/DB

2D8000 - 2F7FFF B0000  1784ES56D.70000192
BC0000 - BCFFFF 0 /GMS/MEMDS

BD0000 - BDFFFF 0 /NOS

mste <addr> print the mste for a particular virtual address

The *mste” command is similar to the "mst" command, but only the mste corresponding
to the given virtual address is dumped. The current asid is used. Addresses in the
global A or B areas can be specified without switching to asid 0.

! mste 298000

mste at EBD30:

298000 - 29FFFF 0 176930FB.300003D4 = fsegno=0, ext_ok=false
access=rx, guard=false, pastex=78, locx=10000001 (ta_cnt=4, 1lcl, volx = 1)

P ' enter physical (normal) mode |
Physical mode (as opposed to mapped mode, which see) is the normal state of

affairs in d. Addresses fed to db are 1nterpreted ~as referring to the address
space of the process in which you are running db. \

It is occasionally useful to enter physical mode when analyzing a dump in order to
search the entire dump for some pattern. For example, if you are 1looking for all

fozzards that have ppn 425 in their back pocket, you could do the following (don't
expect such terse output as is shown herel):

l'p
! s 2£8000 2f8000+l34000 425:w (using the values printed by the 'ma' command)
2FA68A: 425 |

Im _ (just so you don't forget)

1 dv 2fa68a (convert db addr back to virtual addr)
2FA68A = 0/FFBASA
! wh 0f£fba8a

PFT + 28A (as you might expect)

!

Physical mode is also useful if a page in the dump has useful information but was
not in the mmu at the time of the dump (see next command).




pf <ppn>|<addr> display pft entry
" This command displays a pft entry given either a pon or an address in the pft. .
! pf 500

pfte for 500 at FFCCO0: 06630519 asid=3, access=wr, xsvpn=3
~eoc=false, pmod=false, used=false, global=false, 1link=519

Next (cr), link (1) or done (qQ)?1

pfte for 519 at FFCC64: Ol7EF5E7 asid=0, access=swrk, xsvpn=E
eoc=true, pmod=true, used=true, global=true, 1link=5E7

Next (cr), link (1) or done (q)21

pfte for S5E7 at FFCF9C: 08636500 asid=4, access=wr, xsvpn=3
eoc=false, pmod=true, used=true, global=false, 1ink=500

Next (cr), link (1) or done (q)2?q

pt <pttx> display ptt entry
The "pt" command displays the ptt entry for a given ptt index (pttx). Example:

! pt 241
790400 (2F8682) = FC38

P

The first address is where the entry would appear in a real ptt. The virtual
- addresses corresponding to the pttx in the above example would be x90400 (90400,
290400, E90400, etc.). To see what the ptt entry is currently pointing to, display
the pft entry pointed to by the ptt entry (ignore the top 4 bits, e.g., C38 in the
example). The number in parens is where the ptt entry is stored in the dump, in
case you want to poke around in physical mode. Note that in physical mode the ptt
has only one entry for every 1K entries in the real pft, e.g., the ptt entry at
physical location 2F8684, pttx 242, would appear in the real ptt at 790800.

To use this command, you must first "enable" the PIT with the EPT command.

pv <ppn> convert ppn to virtual address

The 'pv' command shows you what virtual address is currently associated with a
physical page from the dump. Examples: :

! pv 425
425 = 0/E08C00 PMAP_SGROW<p> + Ad

! ov 4dbe
pen 4BE is not in use, but is at 32B800



'The number preceeding the */" is the asid of the address.
_In the second emple, the prn was not in the mmu at the time of the dump (e.q.,

maybe someone was doing i/o to or from it). In this case, db prints the address
where the page can _be found in physical mode (see 'p' command).

vl <addr>  print physical volume label

This will interpret and display a physical volume label starting at <addr. This
command can also be used after rwvol has been used to read the pv label. :

'rl [check] print ready list

This is like the DP (display P(Bs) command except that the PMs are displayed in
the order in which they appear in the ready 1list, starting with the current
process. If you give the RL command any argument, the ready 1list is Jjust checked
for correct order.

st ' . display status at crash | v
This is usually the first thing i’:o do after loadiﬁg the mép of .aegis. Eicample:
| ! st |
Cx:ésh occurred on. Monday, April 4, 1983 1:40:26 pm (EST) -nbde = 105
SysEan built on Thursday, February 14, 1980 8:07:18 am (EST).

Machine id = 0 \
System configqured with 1024K of memory

Crash status: 120020: supervisor fault while resource lock(s) set (OS/fault handler)
ECB: E2FA6A » _

current process: 1

E2FA42: PID =1, ASID =1 = *** DISPLAY MANAGER ***

- LOCKS HELD: acl_S$lock ,
STATE: tse_onb bound current »
REMATNING TIMESLICE = 7749 NEXT = E2FAE2, PREV = E2FA6A STACK PIR = E4DC92
CLOCKH_T AT START OF LAST WAIT = 175F8FFC PRIORITY = 16 SP' s=FFFFFFFF/E4DCDC

current mmu status: BEC000
bus status: FFB2 cpub_status: 80110007 remote node failed to respond to request (0S

last miss handled by cpub: AEBE000O (miss, sup data read)
last state saved by md:
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ao: 0 FFFFFFFF : 13 0 10 0 1 8000
al: - 7D8  E00294 EQ02E2 E2FAl 0 E00242 FFBOO1 E00200 100100

T e e e e e e e e s T~
——— — s — ————

ts <pid or addr> traceback stack

The "ts" command shows you where a process is, given either its pid or a valid SB.
If you specify the pid of the current process, the current SB in the registers
saved by MD is used. For other processes, the starting SB is taken from what STACK
PIR is pointing at (the second address following "SP'S= in a pcb display).
Example: :

!l ts 8
stack frame at: EBFF24... (non—standard stack frame)

previous frame: EBFF/A PROCESS 8 STACK - 86
EBFF28 : EO35FE DISPATCH<p> + 8

EBFF2C : E31CE0  EC_SREAD<e> + C
EBFF30 : EOABSA EC SWATTN<p> + 10A
FBFF34 : 986 ‘

Continue trace back? _

stack frame at: EBFF7A...
previous frame: EBFFEC PROCESS 8 STACK - 14

ecb : E31CC8 EC_SWAITN<e>

it list : 0 ’ o ‘ :
caller' db : E30FF8 NETWORK_SLOCATE<e> + C
pc for return : E2FE6C EC_SWAIT<A> + 24
arqument 1 s+ EBFF9C PROCESS 8 STACK - 64
arqument 2 : EBFFA8 PROCESS 8 STACK - 58
arqgument 3 s 300E0 ‘

Contmue trace back"

stack frame at: EBFFEC...
previous frame: 0 »
ecb : E30EF4 NETWORK_SMONITOR<e>
unit list : 0
caller' db : E2F988 PM®BS<d>
pc for return : E036DE  INIT STACK<p> + 2C

~ argument 1 0
argument 2 9000
arqument 3 16C4929E
1
Note 1 _ ‘
The first two stack frames for a waiting process will always be the dispatcher and
EC_SWATTN.  "non-standard stack frame" is printed when db notices that a
non-standard calling'sequence was used. '
Note 2

If you want to trace a stack back into user space, you should first set the asid
appropriately. ,



Note 3
If you do not have a valid SB, use the mEfn command.

uid <hi> <lo> | <addr> interpret uid

The "uid" command will tell you all it can find ,oi:t about a uid. You can either
specify the address of a uid or the uid itself as two hex numbers. Examples:

! ui 174F38C7 90000192

/SYS/DM/DM \
1 wh network_$paging file uid
network_S$paging file uid at E3103E

! ui 0e3103e
11EA3AOD.50000105

! ui 0eOcfda
‘name_S$canned _root_uid

Note 1 v
A name _Sgpath is attempted on the uid, so if the network is flakey or down, there

will be a significant pause during the Bls Memorial Timeout period. This will also
occur during other commands that invoke the "uid" command internally. -

- vd <addr> convert virtual address to db address

This command will show YOu where in the mapped dump a certain virtual address is to
be found. Example:

! vd 0e2£988
E2F988 = 32C188
1 .

ve <addr> print vtoce at <addr>

This command is useful when investigating disk/vtoc/file related problems and you
want to see what dbuf has in its back pocket. Note that the first vtoce will appear
4 bytes beyond the address of one of pages in dbuf_blks. Example:

! wh dbuf_blks
douf_blks at EC0000

! ve 0ec0004

vtoce 0 at EC0004: version = 0, sys type = 0
.con_ctrl = 0 (none), permanent, not immutable, no file trouble,



object uid= 16C4929E.B0000105
type uid= object_file Suid
acl uid= 16E73FAl.40000105
dir uid= 167F3ACD.60000105

cur_len = 296792, blocks_used = 293, ref_cont =0
dtue= Thursday, March 17, 1983 5:13:40 pm (EST)
dtm= Thursday, March 17, 1983 5:13:40 rm (EST)
0: ADF AE2 AES AES AEB AEE AF1 - AF4
8: AEQ AE3 AE6 AE9 AEC AEF AF2 AF5
16: AEl AE4 AE7 AEA AED AFQ AF3 AF6
- 24: AFA AFD BO1 B04 B07 B13 Bl6 AFB

f2:  AFE  1FBA 0
Next (cr) or done (q)?

Note 1

This command can also be used to look at a blocks read by online rwvoi.

vm

verify mmu (against mmap)

- The "vm" command steps through the mmap, puEt, and ptt in the dump and ver1f1es that

b
4
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. they are consistent with one another.

-1 vm : -

pen 414: more than one eoc in chain

pon 414: mmap 417 wrong pttx is 15 sb 12

pon 414: more than one eoc in chain

prn 414: mmap E66 wrong pttx is 15 sb 12
- ppn 414: pft has bad chain pointer

pen D4F: mmap E8F wrong pttx is 163 sb 15B

pen D4F: pft has bad chain pointer

pttx: 334 mismatch. is DD7 sb EF8

pttx: 336 mismatch. is DIF sb B6

pttx: 33F mismatch. is E20 sb 0

Note 1

At the current time (SR6.0 and earlier), Aegis does not bother remove the pages of
(nonexistent) second display memory from the mmu, although it does release the
corresponding mmap pages. For this reason, the "vm" command ignores errors
involving ppns 100-180.

vp <addr> ‘ convert virtual address to ppn

The 'vp' ocommand converts a virtual address from the dump into the pmn
corresponding to the address when the dump was taken. Examples: :

! vp 0ec0000
EC0000 = 402




! vp 200400
mmy_$vtop — mmu miss (OS/MMJ manager)

!

In the seoond example, there was no entry for 200400 in the mmu when the dump was
taken. : :

vv <addr> <data> verify vmtest page

On systems with flakey memory or disk hardware, this command is useful to pinpoint
vmtest failures that result in system crashes (e.g., memory parity, disk data
checks, etc.) The page at the specified address is scanned using the given
starting data and vmtest's increment/decrement values. Note: the page of interest
may well not be in the mmu, so you may have to resort to a db-relative starting
address (p mode).

1 vv 348c00 348c00 :
offset 0 s/b 0034C000, is 00000000
offset 4 s/b 0034C004, is 1A98ED9B
!

whipldle] <sym or addr> look up [procldatalecb] or address in aegis map

The 'wh' command takes either a symbolic name or a virtual address, the latter
starting with a numeric, as always. When looking up a procedure, the suffixes "p",
"d", "e" can be used to select a particular definition of the symbol: procedure,
data, or its ecb. When finding an address, db appends "<p>", "<Kd>", "<e>" the the
symbolic name to indicate where in the map the symbol was found. Examples:

! wh pcbs
pcbs at E2F988

! wh 0e12345
FILE_SSET_LEN<p> + 7

! wh mst_S$touch
mst_Stouch at E049B4

! whd mst_S$touch
mst_Stouch at E30C32

! whe vtoc _S$allocate
vtoc_Sallocate at E3350C

!
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INTERVAL TIMER IMPLEMENTATION

Existing timer facilities"

In aegis there are two mechanisms which provide timer facilities to

user processes. One mechanism uses the clock process to implement its

timer functions. The corresponding user callable procedures are implemeted in
time.pas and include time_$wait, time_$advance and time_%$cancel. The second
mechanism uses the terminal helper process in conjunction with the eventcount
time_#clockh_ec. The user callable procedures using this mechanism are
implemented in time_$unwired.pas and include the procedures time_$alarm

and time_%$free_ asid. The first mechanism can handle time specvflcatsons

in the order of microseconds whereas the second mechanism can handle it

only in the order of seconds. The advantage of the second mechanism

is that it much more efficient in cpu time consumption.

Background information on the clock process

The timer interrupt handler handles interrupts from three timers and
depending on which timer went off it does the following.

o If the interrupt was from the time_of_day clock then it advances
time_$clockh_ec. (happens every 1/4 th of a second). The terminal process
suspends itself on this eventcount and is awakened to compliete the
timer refated processing required by user processes.

o If the interrupt was from the 8 micro second timer for time slice end
it calls procl_%$end_time_slice and and procl_$int_exit which reorder
the ready list, set the timer and dispatch a new process. procl_$end_time
_slice updates the cumulative virtuval time used by the process and
also assigns a new time slice to the process.

o If the interrupt was from the 32 microsecond real time timer then
it advances time_$int_ec.'This awakens the clock process which
does timer related processing for user processes and sets the next
timer value at which it should be awakened. It suspends itself by
waiting on time_int_ec.

Interval timers implemented

There are two types of interval timers which have been implemented. They

are the real timer which decrements in real time and the virtual timer which
decrements in user process virtual time only. The two functions generic to
both the timers are getitimer and setitimer which read the current value and
set new values for the interval timers. Interval time completion is made
known to the user process by posting an appropriate fault.



Real interval timer implementation

The real interval timer has been implemented by enhancing the first mechanism
(i.e. the clock process). The second mechanism was not chosen since bsd 4.2
required time intervals in units of the system clock (4 micro seconds). Setting
the real interval timer translates into the modification of the timer queue. If

the entry is made into the head of the timer queuve then a new value is written

into the 32 micosecond real time timer. When the clock process is awakened due
to an interval time completion it checks if the queue entry belongs to an
interval timer. If so it reintroduces the entry back into the queue for the
next interval completion. In addition it communicates with the terminal process
to actually post the fault to the user process. The clock process cannot
directly post the fault to the user process since it is capable of running

on the B processor in two processor system. The communication with the terminal
process is done in the following manner. The clock process updates a database
called the time_$itimer_db and then advances the eventcount calied time_$itimer
_ec. The terminal process suspends itself on a list of eventcounts one of which
is the time_%itimer_ec. When it awakens due to the advancing of this eventcount
it looks at the database time_$itimer_db and posts a fault to the proper

user process.

Virtual interval timer implementation

The virtual interval timer has been implemented by enhancing the mechanism

which keeps track of the cumilative time used by a process. The functions

which perform this are the dispatcher, eventcount advance and the time_slice_end.
These functions use the 8 microsecond timer. The advance procedure has bsen modified
not to alter the time slice if the virtual timers are being used. This implies
that the control for time slice selection will only be done by the time_slice_
end function. The time_slice_end function has been

enhanced to check for interval timer completion and also setting the next

time slice such that it never exceeds the next interval. If the time_slice_end
function recognizes the expiry of an interval time it communicates with the
terminal process in the same manner as the clock process. The database in this
case is called time_$vitimer_db and the eventcount on which the terminal process
sleeps is time $V|t|mer ec. The terminal process then completes the posting of
the fault to the user process.



Force writing Files

As of the SR3.0 software release, AEGIS supports two user space célls that

force the modified pages of a file to be written to disk. These calls
guarantee that any changes to a file are recorded on disk and therefore that
such changes will not be lost in the event of a system crash. The services

provided are identical for both local and remote files.

‘There is one caveat to the use of the file force write calls. These calls

are intended for use while the file is locked for writing (in  the
“file_$lock” sense) by their caller. There is no enforcement of this
condition, and in fact the force write calls may be safely issued by any
process on any node at any time. However, the guarantee is weakened when a
force write cal{ is issued by process A and the file is locked for writing by
process B. Specifically, +the changes made by B will not necessarily be
written to disk if (1) A and B are running on different nodes, and (2) B is a
remote wuser of the relevant file. The description of the calls below does not

- call out this exception explicitly.

FILE_$FW_FILE (uid, status)

The first of these calls is FILE_$FW_FILE. This call takes as its only input
argument the UID of the file being force written. Once called, FW_FILE either
returns an error code in its status return argument or STATUS_$0K to indicate
that all of the file's modified pages have been safely written to disk.

FILE_$FN_PARTIAL (uid, start, length, status)

This call may be wused to force write a specified section of a file rather
than the whole file. The caller must provide the UID of the file to be force
written, the byte offset into the file at which force writing is to begin,
and the number of bytes starting at the supplied byte offset to include in
the operation. As with FILE_$FW_FILE, this partial file force write returns
either an error status code or STATUS $0K to indicate a successful force
write.
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Abstract

The use of UIDs as internal names in
an operating system for a local net-
work is discussed. The use of inter-
nal names in other distributed sys-
tems is briefly surveyed. For this
system, UIDs were chosen because
of their intrinsic location indepen-
"dence and because they seemed to’
lend themselves to a clean structure
for the operating system nucleus.
The problems created by UIDs were:
generating UIDs; locating objects;
supporting multiple versions of ob-
jects; replicating objects; and los-
ing objects. Some solutions to these
problems are presented; for others,
no satisfactory solution has yet been
implemented.

1. Introduction
Although the area of distributed systems is a rela-

tively new one, there are already many examples of im-
plemented distributed operating systems for local net-

 works and their attendant file systems. Many of these

systems have chosen to use internal names for the ob-
jects they support, into which user visible text string
names are mapped. Among the most popular forms of
internal name have been unique identifiers (UIDs); how-

Permission to copy without fee all or part of this material is
granted provided that the copies are not made or distribtited
for direct commercial advantage, the ACM copyright notice
and the title of the publication and its date appear, and notice
is given that copying is by permission of thé Association for
Computing Machinery. To copy otherwise, or to republish,
requires a fee, and/or specific permission.

(C) ACM 0-89791-081-8/82/008/0034 00.75 -

ever, there has been little in the literature discussing the
motivation for choosing one form of name over another,
or the consequences of a choice once made. This paper
presents the experiences that resulted from using UIDs
as internal names in one particular distributed system:
the Aegis operating system for the Apollo DOMAIN
network [APOL 81}, [NELS 81].

1.1. Organization

The rest of this paper is organized as follows. Sec-
tion 2 discusses internal names as they are used in sev-
eral other distributed systems. Section 3 presents an
overview of the DOMAIN system environment, and of
the nature of UIDs and objects in Aegis. Section 4 deals
with the motivations and perceived advantages that led .
us to choose UIDs. Section 5 deals with the problems
we foresaw or discovered in the process of implement-
ing the system, and presents some solutions to these
problems. Section 6 offers some final observations and
conclusions. ’ '

2. Internal names in other sys-
tems

Given that one decides to use internal names, there
seem to be just two fundamental alternatives: to use
UIDs or "structured names”. UIDs can be thought of as
simply large integers or long bit strings, although some
other information may be encoded within them. The
important characteristic is that they are large enough
that the same UID will never refer to two different ob-
jects at the same time. Structured names, as in [SVOB
79}, contain more than one component, some of which
are used to indicate the location of, or route to, the
object named. However, individual components may
be unique for all time only within the context of the
other components; some Systems with this property

" have called their internal names UIDs. -This section

briefly indicates the internal naming schemes used by



several distributed systems or their distributed file sys-
tem components. )

2.1. WFS

The Woodstock File Server (WFS) [SWIN 79] uses
"file identifiers” (FIDs) to name files. FIDs are 32 bit
unsigned integers, which are unique for all time within
a individual WFS server, but may be duplicated across
servers. Thus, it is up to each WFS client to remember
the server associated with each FID. The combination
of server name and FID is a form of structured name.
The mapping from FID to physical disk addresses is via
“a hash table.

2.2. Pilot

Pilot [REDE 80] uses "universal identifiers (UIDs)”
to name files; they are 64 bits long and ”guaranteed
unique in both space and time”. UlDs were chosen so
that removable volumes could be transported between
machines without fear of conflict. A B-tree is used to
. map UIDs to physical disk addresses.

2.3. DFS

The distributed file system (DFS) [STUR 80] also
uses UIDs. We suspect that they are really UIDs be-
cause the implementors provide ”a simple locating ser-
vice” to help find the server which holds a file, given
only its UID; a structured name would not need a lo-
cating service. Like Pilot, a B-tree is used to map UlIDs
to physical disk addresses.

2.4. CFS

The Cambridge File Server (CFS) [DION 80] uses .

what it calls UIDs to name flles. They are 64 bits
long; 32 bits are a random number, and 32 bits con-
tain the disk address of the object’s descriptor. The
use of garbage collection [GARN 80] guarantees that
an object will not be deleted while a reference to it ex-
ists, and therefore that, within a single server, a UIlD
can never refer to more than one object. However, it
seems that UIDs can be duplicated on different servers,
although the 32 bit random number makes it highly
‘improbable. '

2.5. Felix

The Felix File Server [FRID 81] uses a system gen-
erated "File Identifier” (FID) to name files. An FID
is a "universal access capability” for the fille it names.

When the file is deleted, its FID is guaranteed not to be
reused for a certain period of time. It also seems that
FIDs with the same numerical value can be in use by
more than one server at the same time.

2.6. LOCUS

The LOCUS system [POPE 81] uses structured in-
ternal names. A name is a pair ” <flle group number,
file descriptor number>". The file group number can
be thought of as uniquely identifying a logical volume.
The file descriptor number is an index into a per-file-
group array of file descriptors; it is unique within a file
group as long as any references to the file it identifies
exist. The choice of internal name seems to have been
motivated by UNIX (TM, Bell Laboratories) compat-
ibility constraints: directory structures are visible to
application programs and contain file descriptor num-
bers, which are relative to the file group containing the
directory.

2.7. Others

There are a number of other recent implementa{
tions of, or designs for, distributed systems for which
descriptions have been published: S/F-UNIX [LUDE
81]; ACCENT [R_ASH 81]; TRIX [WARD 80], [CLAR
81]; EDEN [LAZO 81). However, they concentrate on
other aspects of distributed systems design, and do
not provide much information on their use of internal
names.

2.8. Summary

‘When the design of Aegis began in early 1980, there
were fewer examples of distributed systems to study;
Pilot and WF'S particularly influenced us. . Pilot uses
UlDs; WFS uses IDs which are unique within a single

" file server, but which require its clients to remember

upon which server files reside. From our studies we
got little motivation for either choice; yet upon starting
our design it became clear that there were non-trivial
problems involved with either choice.

3. DOMAIN system environment
3.1. Hardware

A DOMAIN system consists of a collection of pow-
erful personal computers (nodes) connected together by
a high speed (12 megabit/second) local network. Each’
node has a "tick’ time [LAMP 80] of 1.25 microseconds
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and can have up to 3.5 megabytes of main memory.
Most nodes have 33 megabytes of disk storage and a 1

~ megabyte floppy disk, but no disk storage is required .

for a node to operate. A bit mapped display has 800 by
1024 pixels, and a bit BLT (block transfer) to move ar-
bitrary rectangular areas at high speed. The display is
allocated into windows (called PADs) which are a form
of virtual terminal [LANT 79]; multiple concurrent pro-
cesses, each possessing its own window(s), can be con-
trolled by the user simultaneously. Dynamic address
translation hardware allows each process to address 16
megabytes of demand paged virtual memory. The net-
work arbitrates access using a token passing method;
each node’s network controller provides a unique node
ID which is assigned at the factory and contained in the
controller’s microcode PROMs.

3.2. System usage characteristics

It is expected that the nodes in a network will be
owned by many organizations, with each organization
owning many nodes. One organization is likely to be
chartered to provide computing related services and re-
sources to the entire network community. Within an
organization, a high degree of cooperation will be de-
sired; while between organizations, a higher degree of
autonomy will be preferred; and the service organiza-
tion wants resource sharing, protection and (perhaps)
accountability. Aegis provides tools to allow a high de-
gree of cooperation, and tools to create policies which
can allow a high degree of autonomy. This results in
an environment of ”"policy parameterized autonomy”.

3.3. Objects and UlDs

At the highest level, Aegis is an "object-oriented”
system, and objects are named by UIDs. Objects are
typed and protected: associated with each object is the
UID of an access control list, the UID of a type descrip-

" tor, as well as a physical storage descriptor, and some

other attributes. Supported objects include: alphanu-
meric text, record structured data, IPC mailboxes, exe-
cutable modules, directories, access control lists, serial
1/0 ports, magnetic tape drives, and display bit maps.

‘UIDs are also used to identify persons, projects, and
* subsystems for protection purposes.

Aegis UIDs are 64 bit structures, containing a 36
bit creation tfme, a 20 bit node ID, and 8 other bits
whose use is described later. UIDs possess the address-
ing aspects of a capability, but without the protection
aspects [FABR 74]. Or, a UID can be thought of as the
absolute address of an object in a 64 bit address space.

The hardware does not support this form of address, so
programs access objects by presenting a UID and asking
for the object it names to be "mapped” into the pro-

 gram’s hardware processor address space (see [REDE

80] on the desirability of mapping in distributed sys-
tems). After that, they are accessed via virtual memory
paging: not to create shared memory semantics, but as
a form of lazy evaluation, since only the needed por-
tions of objects are actually fetched from disk or over
the network. '

The system provides a high degree of network
transparency in accessing objects. The mapping opera-
tion is independent of whether the UID is for a remote
or local object. As long as programs assume that their
objects are not local, and hence operations on them
are subject to communication failures, they need not
be aware of their location (see [POPE 81] for a discus-
sion).

‘3.4. Naming Objects

Text string names for objects are provided by a
directory subsystem layered on top of the Aegis nu-
cleus. The name space is a hierarchical tree, like Mul-
tics [ORGA 72] or UNIX [RITC 74), with directories at
the nodes and other objects at the leaves. Each direc-
tory is primarily a simple set of associations between
component names (strings) and UIDs. The absolute
path name of an object is an ordered list of component
names. All but (possibly) the last are names of directo-
ries, which, when resolved starting from a network-wide
distinguished "root” directory, lead to the UID of the
object. Thus, an absolute path name, like a UID, is
valid throughout the entire network, and denotes just
one object.

" 4. Motivation for using UlIDs

There were several main reasons for choosing UIDs
as internal names. First, we wanted location indepen-
dence: to divorce the internal name of an object from
its location in the network. Second, we wanted absolute
internal names: ones that could be passed from process
to process, and from node to node, without having to
be relocated at each step. Third, we wanted to sepa-
rate text string naming from internal naming, in order
to remove string name management from the nucleus.
Fourth, we wanted a uniform way of naming all objects’
in the system. Fifth, we wanted to be able to construct
composite objects (objects which refer to other objects)



easily, and to allow user programs to do likewise. Sixth,
" we wanted to allow for typing of objects, and in a po-
tentially extensible and manageable way.

‘We wanted objects to be able to move without hav-
ing to find and alter all references to them. The system
does not move objects except when explicitly directed
to do so. However, users may want to move dismount-
able volur_nes‘ from one node to another, or to move a

_peripheral from a disabled node to a functioning one.

Structured names imply locations, which makes moving
an object harder, because references to the moved ob-
ject have to be updated; this in turn mitigates against
composite objects. UIDs, because of their location in-
dependence, have no such problem.

From an implementation point of view, we wanted
to be able to start with simple object locating algo-
rithms, perhaps with restrictions placed on object loca-

tions, and work up to better ones, again without chang-

ing any stored data. Structured names seemed to freeze
this decision too early: the locating scheme is bound
into the name. We also wanted to avoid the prolifera-
tion of ad hoc internal names by having a single, simple,
cheap, uniformly applicable naming scheme available at
all but the lowest levels of the system.

Text string names can also be made location in-

dependent, but we wanted the nucleus interface to be

simpler than string names. Also, string names are too
long to be embedded in objects, too expensive to re-
solve, and therefore can usually be used only at fairly
high levels in the system.

So, unlike structured names, UIDs had the right
properties to satisfy these requirements. They are in-

trinsically location independent: they uniquely identify -

an object no matter where it resides. The node ID con-
tained in our UIDs says where the object was created,
but has no necessary connection with its current loca-
tion. They are absolute, and they are (relatively) short
and of fixed length. The combination of these attributes

means that it is easy to embed UIDs in objects to make

composite objects, and that there is little space penalty
in using them to name all objects. It also makes it
easy to do mapping from text string names to UIDs in
a layer above the nucleus. A UID can be used to de-
" note the type of an object. New types (UIDs) can easily
be generated without interfering with others doing the
same,' and can extensibly refer to a type descriptor ob-
ject containing type data and operations.

There were other, less crucial, advantages that
we foresaw. AUIDs are good for objects without string
names, such as temporary files; objects can even be

created as temporaries, then given string names later.
Because they are short, they can be easily hashed, and
stored in system tables, and passed in IPC messages.

‘Because they are guaranteed to be unique, they can be

used as transaction IDs, with the TID also serving to
name the commit record object for the transaction. Fi-
nally, because UIDs are hard to guess, there are certain
capability protection aspects to them: in some cases, it
may be acceptable to use possession of a UID as per-
mission to operate on the underlying object.

5. Problems with UlIDs

We also quickly discovered that there were prob-
lems that needed solution to use UIDs effectively.

1. Generating UIDs and guaranteeing their unique-
ness.

. Locating an object given its UID.
. Naming different versions of an object

. Replication of objects

Dok W N

. Lost objects

5.1. Generéting U]Ds

We thought that generating UIDs would be easy:
concatenate the node ID of the generating node with a
reading from its real time clock. The first issue to deal
with was choosing the size of the UID. We had a 48 bit 4
microsecond basic system clock, but that, plus a 20 bit
node ID, and a few bits for future expansion, seemed to
imply a UID that we felt would be a bit long. We settled
on a 36 bit creation time, which meant a 16 millisecond
resolution. We justified it by noting that, since most
objects reside on disk, they can’t be created faster than

. disk speeds; 36 bits allowed a resolution several times

higher. To allow for possibly bursty UID generation,
the system remembers unused UIDs from the previous
minute or so, and uses them before generating new ones.

The second issue is guaranteeing uniqueness. Con-
catenating a node ID and a real time clock reading guar-
antees uniqueness as long as one makes sure that the
clock dlways advances. We thought this could be as-
sured by providing a battery operated calendar clock
from which to initialize the real time clock. But bat-
teries have a limited shelf life; and since it is important
that a UID not be reused, other measures were needed.
So the system stores the last shutdown time on the disk,
and checks it against the calendar clock during initial-
ization. If the time is too far wrong, either backward, or



forward, it requests verification and/or correction from

the user. It is clear that the clock cannot be allowed
to go backwards; what may not be so instantaneously
obvious is that too long a forward jump is also danger-
ous. Such a jump is likely to be an error, requiring later
correction; but if any UlDs are generated from the erro-
neously advanced clock, they may be duplicated when
real time catches up to that point.

Another solution is to use other nodes in the net-
work to corroborate the calendar clock reading; but
since it is possible that none will be available, our solu-
tion would still need to be resorted to in that case. It
seems that no solution is foolproof, but that the prob-
ability of failure can be made fairly small. Our expe-
rience to date supports this conclusion: with several
hundred nodes in use, we know of no problems.

5.2. Locating objects

A direct consequence of the location independence

of UIDs is that a locating service is needed to find an ob-
ject given its UID. This is the fundamental distributed
algorithm in Aegis: no global state information is kept
about object locations. The complexity of this task de-
pends on the restrictions on object location that higher
levels of the system can enforce, and on the desired level

of performance. Some examples of the effect of various

restrictions that could be imposed are as follows. - One
can restrict objects not to move from the node where
they are created, in which case node ID part of the
UID is certain to be the location of the object. - One
can restrict (most) objects to be on same volume as the
directory in which they are cataloged. Then, as long
as the locations of a few volume root directories can
be found, all other objects can be found. - One can re-
strict objéct, location as in either of the above examples,
then relax it by establishing equivalence classes among
nodes or volumes, such that if the above rules allowed
an object to be on one node or volume of a class, then
by these rules, it could be on any node or volume in the
class. This would allow multiple physical copies of an
object with the same UID to exist and be located. - Of
course, it is possible to have no restrictions at all, and
still locate objects. After whatever other means exist
have failed, a request to return the location of an object
can be broadcast, and an answer awaited. Also, in this
case, there is absolutely no necessary relation between
nodes or volumes and directory hierarchies, making hi-
erarchy backup and crash reconstruction difficult.

‘We considered all the schemes indicated b‘y the
above examples. Because we allow removable volumes,

the assumption that objects reside at the node where
they were created is not valid. We also convinced our-

. selves that in a sufficiently large (inter)network, and -
given the possibility of removable volumes whose node
of origin was in a disjoint network, we could not guar-
antee to find an object even if it were online and acces-
sible. As noted above, even in this case the object could

" be found if one were willing to make a broadcast to the
entire internet, and wait a (possibly) very long time for
an answer; but since this had performance implications,
as well as the other problems noted above, we were un-
willing to base our design on this approach. Thus, we
would have to rely on heuristics, and, ultimately, per-
haps even help from the user. Our initial goal was to

- pursue the second approach, as it met our immediate
requirements; and it can readily be extended into the
third scheme, which we think is sufficiently flexible to
eliminate any need for the fourth.

We have already gone through three generations of
locating algorithms, and can foresee more. They used
two sources of ‘hints’: the node ID in the UID, and
the hint manager. The sources for the hint manager’s
hints can be any program which believes it can guess
“the whereabouts of an object, or even direct input from
a user. In particular, the string name manager guesses
that a cataloged object is on the same node as the di-
rectory in which it is cataloged (except for special node
boundary crossing points).

The first generation algorithm was very simple. To
locate an object given a UID, it would first search all lo-
cal disks. If the local search failed, it would try the node
whose ID was contained in the UID. This procedure
could always find local objects, objects on dismount-
able volumes mounted locally, and remote objects that
had never moved from where they were created; others,
howe\;er, could not be located. In particular, remote ob-
jects on removable volumes that had been moved from

* their creation node were unlocatable. Also, for remote

objects, time was wasted searching local secondary stor-
age. Note that for remote objects in this scheme, the
node ID in the UID was more than just a hint: it had
to be right.

The second algorithm added the hint manager. Af-
ter trying locally, it would consult the hint manager,
and if a hint were present, would use the hint. If this
failed, it would proceed as in the first case. Therefore,
even remote objects on removable volumes could be lo-
cated, if they were on the same node as the directory
in which they were cataloged. This would normally be
very likely even if we didn’t enforce it (which we cur-
rently do).



The time wasted searching locally for remote ob-

jects in the previous algorithms was noticeable, so a
~ third was adopted. Before searching locally, the node
ID in the UID is examined; if it is not the ID of the
local node, then the local search is bypassed. Only if
the remote search fails is a Iocal search initiated.

In the future, it is likely that direct input to the
hint manager will be added, as will the equivalence
class technique. "Also, in an internet environment, a
second level of hint manager, usually residing on gate-
way nodes, will probably become necessary. However,
its task will be eased considerably because it will only
have to store location information for objects that could
not be located using the other available hints.

It is significant to note that the object locating ser-
vice is layered above the nucleus. An object’s location
is determined when it is mapped into a process’ address
space, and retained. Thus, it is guaranteed to be known
at critical junctures, such as when servicing page faults.
It is also cached, so that the location of active objects
is likely to be in the cache. The first case is important
for clean system structure; the second for good system
performance. However, even in the absence of cached
or retained information, locating a remote object usu-
ally takes only one, and at most two, messages with the
current algorithm.

Using UlDs, plus repeated improvement to locating
algorithms, has allowed us to benefit from the location
independence of UIDs, without paying a serious perfor-
mance penalty. )

5.3. Object versions

If UIDs are allowed to be embedded in objects, the
object version problem arises. The object containing
the reference may wish not to refer to a particular in-
stance of an object, but to its latest version. A pro-
cedure object may contain the UIDs of other programs
or of libraries, for example. The fundamental prob-
lem is that the same UID can not name two different
objects, even if they are just different versions. (For
Aegis UIDs, this is true; if they contained an explicit
version number, it need not be true.) We see two pos-
sible solutions to this problem in our context, both of
which involve the use of indirection objects; in one case,
the indirection object contains a symbolic name; in the
other, the UID of the current version of the object. (In-
direction objects with symbolic names are also used in
the iIMAX-432 filing system [POLL 81}, where they are
called linkage objects.) In the first case, whenever a new
version becomes available, the binding of the symbolic

name is changed to refer to the new version. In the
second case, the indirection object is updated with the
new version’s UID. In our environment, the second so-
lution is simplest, because it doesn’t involve the string
name manager to resolve the reference. (The IMAX-432
uses the symbolic solution because it doesn’t have real
UIDs.) o

5.4. Replication

To take advantage of the potential for enhanced
reliability that distributed systems offer, it is desirable
to be able to redundantly store objects at more than
one node. The logical object thus created we call a
replicated object and each of the redundant copies we .

‘call a replica. If a replicated object is immutable, this

presents no great problem. It is relatively easy for the
nucleus to support a replicated immutable object: all
the replicas can have the same UID. Even though this
results in multiple physical objects with the same UID,
since they are all immutable and identical, it never mat-
ters which one the nucleus finds and uses; there is only
one logical object with that UID. One of the object at-
tributes supported by Aegis’ nucleus is immutability.

For mutable objects, however, it is not as easy;
updates to the object instances must be coordinated so
that all clients see a consistent state. We don’t deal with
the concurrency management problem here, only the
problem of naming the replicated object and its com-
ponents. ([GIFF 79] and [POPE 81] deal directly with
replication; DFS [STUR 80] provides general support
for multi-node atomic operations which can be used for
replication purposes.) Because it is complex, it is desir-
able to leave the management of replication out of the
nucleus, while still allowing it to be conveniently layered
on top. In order to make the new layer transparent to
client programs, it is necessary that they be able to

" refer to a replicated object via one UID. The replica-

tion manager, on the other hand, needs to distinguish

between the replicas, because internally to it they will
have different states, even though the client only sees
consistent states. Thus it needs different UIDs for each -
replica. This leads to essentially the same difficulty as

in the object version problem: the same UID needs to

refer to more than one object. The replication manager .
must map a UID presented by a client into the UIDs of

the mutable replicas.

One way to accomplish this is to record the UlDs
of the replicas in an immutable object, and have clients
use its UID to denote the replicated object. A copy of
this immutable object is then put at each site holding



a replica. When a client refers to the replicated object,
its UID is used to locate one of the immutable object
copies; if one can be found, then at least the replica at
the same site will be available. However, this does not
allow the addition of new replicas. To solve this, we use

" 4 of the 8 ’other’ bits in the UID to denote f)articular
replicas; let us call it the replica field. A replicated
object has a UID with a replica field of zero; there is no
physical object with this UID. Each of the replicas (up
to fifteen of them) has the same UID except for a non-
zero replica fleld. Thus, a client of a replicated object
always names it with a UID having a replica field of
zero; the replication manager selects and operates on
specific replicas via non-zero replica flelds.

Contrasting the two solutions, we see that using an
immutable object supports an arbitrary mapping from
UID of a replicated object to the UIDs of the replicas
which constitute its representation; whereas the sec-
ond scheme causes these UlIDs to be easily computable
from one another, eliminat,ing the need for the arbitrary
map. In addition, the second solutiqn allows replicas to
be added and deleted.

5.5. Lost objects

A lost object is one which exists, but for which no
references exist; hence it is inaccessible, i.e. lost. Un-
fortunately, it still takes up disk space. Objects become
lost due to crashes, or when objects which contain ref-
erences to them are deleted. Actually, objects are never
completely lost: a scan of a volume’s (undamaged) ta-
ble of contents data structure can find all objects on a
volume. However, if an object becomes inaccessible via
its text string name, it is often as good as.completely
lost. The only complete way to recover is garbage col-
lection, but we chose not to implement it. Again, the
consideration was nucleus complexity: if internode ob-
ject references are allowed, a distributed, asynchronous
collector is called for, such as [BISH 77]. We knew of
no implemented example; the nearest thing is the CFS
garbage collector [GARN 80], which is asynchronous,
but which doesn’t handle internode references. Fur-
thermore, in our current objects, there is no general
way to locate all the UlDs, although the implementa-
tion of partitioned objects (objects segregated into UID
- parts and data parts [JONE 80]) would solve this prob-
lem. Finally, we felt that most common cases could be
handled without it. Most objects are cataloged; and
by arranging that an object is not marked permanent
until it has successfully been cataloged, any newly cre-
ated but not yet cataloged object will still be tempo-

rary if the system crashes, and will be deleted by the
file system salvager (see [REDE 80]). Furthermore, all
objects have a father object attribute, which is the UID
of the directory in which they are cataloged, or of the

- (primary) object which contains its UID. If the father

object should cease to exist, the resulting lost object(s) -
can be deleted. Thus, object tree structures can be han-
dled. We felt that the sum of these techniques would
be sufficient.

6. Observations and conclusions

The principal advantages of UIDs are their size, lo-
cation independence, and the opportunity for layering
the nucleus implementation that they provided. Most
of the problems involved have been overcome or are
understood satisfactorily; the possible exception is the
general lost object problem. A feature of UIDs we have
taken advantage of is that, because they are location in-
dependent, initial implementations of higher layers can
impose restrictions on object location, and the restric-

" tions can later be removed without restructuring the

lower layers; the same would seem to be hard to ac-
complish with structured names.

- of course, it is eventually necessary to translate
UlDs into structured names, because the knowing the
location of an object is a prerequisite to accessing it.
We have found it advantageous to delay this binding as
long as possible, and to make general and uniform use
of the unbound names.

Aegis as currently implemented is missing some of
the features described above. Presently, it does not sup-
port indirection objects, object replication, partitioned
objects, garbage collection, network verified time for
UID generation, or extensible types. However, the fun-
damental groundwork, that of makihg a design that can
be gracefully extended, and anticipating the most likely
areas of extension, is essential to any system which is
intended to have a long and useful life. We think that
we have accomplished that goal.
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Abstract

The distributed file system component of
the DOMAIN system is described. The DO-
MAIN system is an architecture for networks
of personal workstations and servers which cre-
ates an integrated distributed computing envi-
ronment. The distinctive features of the file sys-
tem include: objects addressed by unique iden-
tifiers (UIDs); transparent access to objects, re-
gardless of their location in the network; the
abstraction of a single level store for accessing
all objects; and the layering of a network wide
hierarchical name space on top of the UID based
flat name space. The design of the facilities is
described, with emphasis on techniques used to
achieve performance for access to objects over
the network. -

1. Introduction

This paper describes the design of the distribut;ed

flle system for the Apollo DOMAIN operating system.

DOMAIN is an integrated local network of powerful
personal workstations and server computers ([APOL
81], [NELS. 81]); both of which are called nodes. A
DOMAIN system is intended to provide a substrate on
which to build and execute complex professional, engi-
neering and scientific applications ([NELS 83]). Other
systems built following the integrated model of dis-
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tributed computing include EDEN [LAZO 81] and LO-

CUS [POPE 81].

-Within the DOMAIN system, the network and the
distributed file system contribute to this goal by al-
lowing the professional to share programs, data, and
expensive peripherals, and to cooperate via electronic
malil, with colleagues in much the same manner as on
larger shared machines, but without the attendant dis-
advantage of sharing processing power. Cooperation
and sharing are facilitated by being able to name and
access all objects in the same way regardless of their
location in the network.

Thus, when we say that DOMAIN is an integrated
local network, we mean that all users and applications
programs have the same view of the system, so that
they see it as a single integrated whole, not a collec-
tion of individual nodes. However, we do not sacrifice
the autonomy of personal workstations to achieve in-
tegration: each personal workstation is able to stand
alone, but the system provides mechanisms which the
user can select that permit a high degree of cooperation -
and sharing when so desired.

Another reason we say that DOMAIN is an inte-

' grated local network is that each machine runs a com-

plete (but highly configurable) set of standard software,
which (potentially) provides it with all the facilities it
normally needs — file storage, name resolution, and so
forth. In contrast are server-based distributed systems,
wherein network wide services. are provided by desig-
nated machines (”servers”) which run special purpose
software tailored to providing some single service or
small number of services (e.g. Grapevine [BIRR 82],
WFS [SWIN 79], and DFS [STUR 80]). DOMAIN has
server nodes; however, they are created by configur-
ing the standard hardware and software for a special
purpose — a "file server” node, say, is created using a
machine with several large disks and system software
configured with the appropriate device drivers.



1.1. Organization

The rest of this paper is organized as follows. The
remainder of this introduction briefly descibes the hard-
ware environment on which the system runs. Section
2 provides an overview of the flle system, and breaks
it into four major component groups. Section 3 gives a
block diagram of the flle system structure, and a brief
description of each module, locating it within one of the
component groups. Sections 4, 5, 6, and 7 each describe
one of these component groups. Finally, section 8 fo-
cuses on those aspects of the design which we believe
have contributed most to the efficiency of the system. ‘

1.2. Hardware Environment

A DOMAIN system consists of a collection of
powerful personal workstations and server computers
(generically, nodes) interconnected by a high speed lo-
cal network. :

1.2.1. User Interface

Users interact with their personal nodes via a dis-
play subsubsystem, which includes a high resolution
raster graphics display, a keyboard and a locating de-
vice (mouse, touch pad, or tablet). A typical display
has 800 by 1024 pixels, and bit BLT (bit block trans-
fer) hardware to move arbitrary rectangular areas at
‘high speed. Server nodes have no display, and are con-

trolled over the network. More information on the user

environment can be found in [NELS 84].

1.2.2. CPU

There are several models of both personal and sever

nodes. Their ’tick’ times [LAMP 80] range from .4

to 1.25 microseconds; their maximum main memory
ranges from 3.5 megabytes to 8 megabytes. Most per-
-sonal nodes have 33 to 154 megabytes of disk storage
and a 1 megabyté floppy disk, but no disk storage is
required for a node to operate. Server nodes configured
as flle servers can have 300-1000 megabytes or more
of disk storage; those configured as peripheral servers
can have printers, magnetic tape drives, plotters, and
so forth. ‘

All nodes have dynamic address translation (DAT)

hardware which supports up to 128 processes, with .

each process able to to address 16 or 256 megabytes
of demand paged virtual memory (depending on CPU
rnodei). The DAT hardware on some models uses a re-
verse mapping scheme, similar to that used in the IBM

System/38 [HOUD 78]; it is a large, hardware hash
table keyed by virtual address, with the physical ad-
dress given by the hash table slot number in which a
translation entry is stored. Other models use a forward
mapping scheme, similar to the VAX [DEC 79] or Sys-
tem/370 [IBM 76]). The DAT also maintains used and
modifled statistics on a per page basis for the use of page
replacement software, and access protection controlling
read, write and execute access. The differences between
the DATs of the different models are abstracted away
by an MMU (memory management unit) module.

1.2.3. Network

The network is a 12 megabit pef second baseband
token passing ring (other ring implementations are de-
scribed in [WILK 79], [GORD 79]; and reasons for pre-
ferring a ring network in [SALT 79}, [SALT 81]). Each
node’s ring controller provides the node with a unique
node ID, which is assigned at the factory and contained
in the controller’s microcode PROMs. The maximum
packet size is 2048 bytes. The controller has a broad-
cast capability.

‘We will not discuss the network further here; for
purposes of the file system, all that is required is that
the it deliver messages with high probability and low
CPU overhead. For more information on the ring con-
troller and data link layer protocols see [LEAC 83].

2. File System Overview

The DOMAIN file system is actually made of four
distinct components: an object storage system (OSS),
the single level store (SLS), the lock manager, and the
naming server. (See figure 1 for a’ block diagram.)

The OSS provides a flat space of objects (storage
containers) addressed by unique identifiers (UIDs). Ob-
jects are typed, protected, abstract information con-
tainers: associated with each object is the UID of a
type descriptor, the UID of an access control list (ACL)
object, a disk storage descriptor, and some other at-
tributes: length; date time created, used and modi-
fled; reference count; and so forth. Object types in-
clude: alphanumeric text, record structured data, IPC
mailboxes, DBMS objects, executable modules, directo-
ries, access control lists, serial I/O ports, magnetic tape
drives, and display bit maps. (Other objects which are
not information containers also exist. UIDs are used
to identify processes; and to identify persons, projects,
organizations, and protected subsystems for authenti-
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cation and protection purposes.) The distributed OSS
makes the objects on each node accessible throughout
the network (if the objects’ owners so choose by setting
the objects’ ACLs appropriately). The operations pro-
vided by the OSS on storage objects include: creating,
deleting, extending, and truncating an object{; reading
or writing a page of an object; getting and setting at-
tributes of an object such as the ACL UID, type UID,
and length; and locating the home node of an object.
The OSS automatically uses a node’s main memory as a
cache of recently used pages, attributes, and locations
of objects, including remote ones. It does nothing to
guarantee cache consistency between nodes; however,
it does provide mechanisms that the lock manager can
use to make and enforce such guarantees.

A unique aspect of the DOMAIN system is its net-
work wide single level store (SLS). (Multics [ORGA 72]
and the IBM System/38 [FREN 78] are examples of a
single level store for centralized systems.) Programs ac-
cess all objects by presenting their UIDs and asking for
them to be "mapped” into the program’s address space
(see [REDE 80} on the desirability of mapping in dis-
tributed sYstems); subsequently, they are accessed with
ordinary machine instructions, utilizing virtual memory
demand paging. '

The purpose of the single level store is not to create
network wide shared memory semantics akin to those
of a closely coupled multiprocessor; instead, it is a form’
of lazy evaluation: only required portions of objects are
actually retrieved from disk or over the network. An-
other purpose is to provide a uniform, network trans-

parent way to access objects: the mapping operation '

is independent of whether the UID is for a remote or

.local object. As long as programs make thg worst case

assumption that their objects are not local, and hence
that operations on them are subject to communication
failures, they need not be aware of their location. (See
[POPE 81] on the desirability of network transparency.)

The lock manager serializes multiple simultaneous
access to objects by many processes, including ones on
different nodes. A process must lock an object prior
to its use; the lock manager arbitrates lock requests,
and uses the sequence of requests to keep main memory
caches consistent.

The naming server allows objects to be referred to

by text string names. It manages a collection of di-

rectory objects which implements a hierarchical name
space much like that of Multics or UNIX! [RITC 74].
The result is a uniform, network wide‘name space, in

which objects have a unique canonical text string name

JUNIX is a trademark of Bell Laboratorles.

as well as a UID. The name space supports convenient
sharing, which. would be severely hampered without
the ability to uniformly name the objects to be shared
among the sharing parties.

3. File System Structure

Figure 1 shows a block diagram of the file sys-
tem. Each of the major component groups is indicated
by a different form of shading. The arrows between
blocks indicate call dependencies; in addition, all mod-
ules above the “pageable” boundary have an implicit
dependency on the SLS. '

~The system is stuctured using a data abstraction
approach, sometimes called a “type manager” approach
when applied to operating systems ([JANS 76]). Each
module has a set of operations and a private database
in which to record its state. Thus, in describing the
components of the system, we will identify the man-
agers which comprise that component, and then, for
for each manager, the essential operations provided by
that manager, and an indication of the form of the
database and algorithms used to implement the opera-
tions. (Note: in the descriptions of calls in this paper,
irrelevant details have often been suppressed for ease of
exposition; the intent is to capture the semantic flavor
of the interfaces, not their precise syntax.)

4. Object Storage System

The OSS is the DOMAIN counterpart  of dis-
tributed file systems such as WFS [SWIN 79] and DFS
[STUR 80]. The purpose of the OSS is to provide per-
manent storage for objects, and to allow objects to be

) identified by and operated on using UlIDs, independent

of their location in the network.

At the level we will discuss here, an object is just a
data container: an array of uninterpreted data bytes, or
more precisely, an array of pages (1024 byte units into
which objects are divided). Other object attributes,
such as it’s type descriptor and access control list are
not used by the OSS, but are simply stored for the
use of higher levels. (Not all objects are represented by
storage containers: for example, processes are identified
by UIDS, but are not associated with any permanent
storage.)

The OSS consists of several component subgroups:
a local OSS, remote OSS, cached OSS, and an object lo-
cating service. The top-level location independent OSS
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abstraction is created utilizing these services.

4.1. Identifying Objects

 UIDs of objects are bit strings (64 bits long); they
are made unique by concatenating the unique ID. of the
node generating the UID and a time stamp from the
node’s timer. (The system does not use a global clock.)
_ UIDs are also location independent: the node ID in an
object’s UID can not be considered as anything more
than a hint about the current location of the object.
(More detail on the use and implementation of UIDs is
presented in [LEAC 82].)

At any point in time, the permanent storage for an
object resides entirely at only one node; also, the system
never attempts to transparently move it to a different
node. So, for every object there is always one distin-
guished node which is. its "home”, and which serves as
the locus of operations on the object. Above the OSS
level, only UIDs are used to address objects; an opera-
tion whose UID addresses a remote object is sent to the
object’s home node to be performed. '

4.2, Local OSS

This subgroup provides access to.local objects: i.e.,

those objects stored on disk volumes which are attached

to the node accessing them. It provides operations to
create and delete local objects, and to access the at-
tributes and contents (pages) of existing objects (see
figure 2). There are two managers in this group: the
VTOC (volume table of contents) and the BAT (block
allocation table). '

The VTOC for a volume contains an entry for
each object on the volume; an object’s VTOC entry
contains the object’s attributes and the root of its file
map, which translates page numbers within an object to
disk block addresses. (VT'OC entries are very similar to
UNIX inodes [THOM 78].) The VTOC is organized as
an assoclative lookup table keyed by object UID, which
permits rapid location of an object’s VT'OC entry given
its UID. (Using a large direct mapped hash table with
chained overflow buckets and avoiding high utilization,
the average lookup time is just over one disk access.)

To access the contents of an object requires two
steps: translate the object reference to disk block ad-
dress, then read (or write) the disk block. (An object
reference is a pair consisting of the object’s UID and
a page number within the object.) The VTOC only
provides operations to do the tra'nslation, not the reads
or writes, because the translations are then cached and

allocate — allocate a VTOC entry for an empty object and
set its attributes

The object is created on the local disk vol-
ume specified by ‘vol-index’. The object de-
scriptor contains the object’s UID and initial
attributes. !

FUNCTION allocate(vol-index, obj-decriptor): vtoc-index

lookup — get the VTOC index of an object
FUNCTION lookup(vol-index, obj-uid): vtoc-index

read — get the VTOC entry of an object given its VTOC
index

Attributes in the ‘vtoc-entry’ include: object
UID; type UID; ACL UID; length; time cre-
ated, used, and modified; reference count, etc.

FUNCTION read(vol-index, vtoc-index): vtoc-entry

write — write the VTOC entry of an object given its VTOC
index :

Note: overwriting a VTOC entry for an object
with an empty VTOC entry has the effect of
deleting the object. '

FUNCTION write(voi—inclex, vtoc-index, vtoc-entry)

_read-fm — get the file map for a segment of an object

Object are divided into 32 page segments; the
‘seg-no’ indentifies the segment; the ‘file-map’
is an array of 32 disk block addresses, one for
each page in the segment.

FUNCTION read-fm(vol-index, vtoc-index, seg-no): file-map

write-fm — write the file map for a segment of an object
FUNCTION write-fm(vol-index, vtoc-index, seg-no, file-map)

Figure 2: Sample VTOC Operations



used by the cached OSS (see below). The translation
is done by reading or writing the flle map for 32 page
units of the file called segments.

- The BAT for a volume keeps track of which disk
blocks are available for allocation on that volume. The
principle operations on the BAT are ones to allocate
and free disk blocks. One interesting feature is that
" the allocation operation aids in creating locality of the
pages within an object on the disk. One of the input
parameters of the allocation operation is a disk block
address; an attempt is made to make the newly allo-
cated block as close as possible to it. When a new page
is being added to an object, this parameter is usually
set to the disk address of the previous logical page of
that object. We observe that this causes much better
clustering of objects on the disk than not doing any-
thing at all, except when the disk is nearly full. (We

have not analyzed the benefit quantitatively. Also, to

get rgally good locality, it is probably necessary to use
the more comprehensive methods of [MCKU 84].)

4.3. Cached OSS

Disk operations and remote operations are both
expensive, so it is desirable to avoid them when possible.

One means of doing so is to cache recently obtained

results of such operations, and reuse them when it can
be ascertained that they are still valid.

The cached OSS consists of the AST, PMAP, and
MMAP managers. The AST (active segment table)
caches locations, pages, and attributes of active (re-
cently used) objects, whether local or remote. Each
entry in the AST contains the UID, location and at-
tributes of an object, plus the PMAP for one segment
of the object. The PMAP (page map) for a segment con-
tains the file map for that segment, plus references to all
resident main memory pages. Part of the maintenance
of PMAPs is done by the purifier process, which period-
ically writes back modified pages to secondary storage
(local or remote, as need be). The MMAP (memory
map) is the allocator of main memory pages, and keeps
track of their contents.

The AST provides operations to access pages and
attributes (including locations) of objects (see figure 3).
If the requested information is not in its cache (or
'"PMAP’s), then it uses the local or remote OSS to get
the necessary information and encache it. The touck
operation fetches object contents {pages). (There is no
write operation; pages are modified via the single level
store while in the cache, then written back later by the
PMAP purifier process.) The get-attr operation fetches

touch — cause several consecutive pages of an object to be
cached in. main memory

Cause ‘n’ pages pages starting with ‘page-
num’ of object with UID ‘object-uid’ to be
cached. The object ‘location’ is the ID of the
remote node or local volume where the object
resides. .

FUNCTION touch(location, object-uid, page-num, n): phys-
page-list :

get-attr — get an object’s attributes

Attributes in the ‘attr-rec’ include: type UID;
ACL UID; length; time created, used, and
modified; reference count, etc.

FUNCTION get-attr{object-uid): attr-rec

set-attr-X — set attribute X of an objectv

This is a set of operations, where X can be
replaced by any of the attributes above.

PROCEDURE set-attr-X(object-uid, X-value)

cond-flush — remove stale pages of an object from the cache

The boolean ‘flushed’ is true if any stale data
was I_iushed.

FUNCTION cond-flush(object-uid, dtm): flushed

purify — send all modified pages of an object back to its
‘home’ node

if ‘force’ is true, write the pages to disk imme-
diately at the home node, else just leave them
in the home node’s cache.

PROCEDURE purify(object-uid, force)

Figure 3: Sample AST Operations



object attributes, and set-attr allows objects’ attributes
to be individually changed.

The AST also provides operations to manage its
cache’s consistency with that of other nodes, and which
are designed to be used by the lock manager: it only
allows access to objects if they are properly locked; it
maintains a version number for each object; and it pro-
vide operations to control the contents of the cache.

'4.3.1. Lock Enforcement

As one of its attributes, each file system object has
a Jock key. The lock key is set to either a network node
ID or one of (for now) two special values: readbyall
and writebyall. When an object’s lock key is set to N,
only OSS requests from node N are processed. All other
requests are denied with an error indication of concur-
rency violation. When the lock key is set to readbyall,
read requests (for pages and attributes) from every node

are allowed while all write requests are denied regardless

of their source. Finally, a lock key value of writebyall
completely disables the OSS level concurrency control
checking and so all requests are always fulfilled.

4.3.2. Object Versions

A time stamp based version number scheme is used
to support the cache validation mechanism. An object’s
version number is its date-time modified (DTM) at-
tribute. (See [KOHL 81] for a survey of distributed con-
currency techniques.) Every object has a DTM with 8
millisecond resolution associated with it, which records
the time the object was last modified.

The DTM of an object is maintained at its home

" node. When an object is modified by locally originating
memory Writes, the page modified bits in the DAT hard-
ware record that fact; periodically, the modified bits are
scanned and cause the object’s DTM to be updated. If
an object is modified by a remote node, eventually the
object’s modified pages are sent back to the home node;
_the paging server updates an object’s DTM in response
to remotely originating OSS requests to write its pages.

In addition, every node also remembers the DTM
for all remote objects whose pages it has encached in its
main memory. Every time a page of an object is read
from or written back to its home node, the latest DTM
is sent with the network reply message. Recall that the
requests for page level operations are filtered through
the lock key based low-level concurrency control.

4.3.3. Content Control

There are several operations explicitly provided by
the AST to allow for cache management by higher level
synchronization mechanisms.

1. A conditional flush operation expunges from the
cache all pages of an object that are not from
the current version of the object. (This is used
by the lock manager when it discovers that the
DTM associated with the cached pages of an ob-
ject is different from the object’s real DTM.)

2. A get-attr operét,ion returns (among other at-
tributes) the DTM of the current version of an
object.

3. A purification operation sends copies of all mod-
ified pages of an object back to the home node
of the object (but leaves the pages encached for
possible later use). (This is used by the lock
manager at unlock time.)

4. A force write variant of the purification opera-
tion causes a page to be written to permanent
store on its home node; its purpose is to be a
minimally sufficient toe hold with which to im-

. plement more complex atomic operations.

We shall see that using by using the AST’s lock en-
forcement, object version, and cache content control fa-
cilites, the lock manager can effectively guarantee cache
consistency for all clients who obey the system locking
rules (see section 6).

4.4. Locatioh Independent OSS

"Location independent access to objects is prov_ided
by the SLS and the location independent OSS. The SLS
provides access to the contents of already existing ob-

nject.s, while the location independent OSS provides ac-

cess to object attributes, and supports object creation
and deletion.

The location independent OSS consists of the FILE
manager, and the HINT manager. The FILE manager
exports the attribute access and cache control opera-
tions of the AST to user programs in a location in-
dependent way. In addition, it implements a create
operation to create new objects, a delete operation to
destroy them, and a locate operation to return the node
ID of the home node of an object (see figure 4). To cre-
ate location independence, the FILE manager uses the
HINT manager to determine the location of an object,
then either does the operation locally (using the local
or cached OSS), or uses the services of REMFILE (see
below) if it must go remote.



create — create an object

the new object is created on the same node as
‘loc-object-uid’

FUNCTION create(loc-object-uid): new-object-uid

delete — delete an object
PROCEDURE delete(object-uid)

- Jocate — return the node address of the home node of an

object
FUNCTION locate(object-uid): node-id

Figure 4: Sample FILE Operations

The HINT manager is the backbone of the locat-
ing service: given an object’s UID, it finds the ID of the
node on which an object resides. This is the fundamen-
tal distributed algorithm in the system: no global state
information is kept about object locations. Instead, a
heuristic search is used to locate an object. Complete
details are in [LEAC 82], including design considera-
tions and the evolutionary history of the algorithm. To
summarize briefly, the current algorithm relies heavily
on hints about object location. One source is the node
ID in the object’s UID, another is the hint file. Any time
a software component can make a good guess about the
location of an object, it can store that guess in the hint
file for later use; one particularly good source of hints
is the naming server, which guesses that objects are
co-located with the directory in which they are cata-
logued. If all hints fail to locate the object, then the
requesting node’s local disk is searched for the object.
The algorithm works because, although it is possible
for objects to do so, they rarely move from the node
where they were created; and if they do, then the nam-
ing servers hint will nearly always be correct. A last
resort, which would be completely sufficient, would be
to accept user input into the hint file; this has not yet
been implemented, as it hasn’t really been needed.

4.5. Remote OSS

The remote OSS is separated into two parts which
are at two very different layers of the system: the NET-
WORK manager, which provides remote access to the
attributes and contents of already existing objects; and

the REMFILE manager, which provides facilities to re-
motely create and delete objects. This is in contrast to
the local OSS, where one set of managers provides both
capabilities; the purpose is to separate the pieces of the
remote OSS which are needed to resolve page faults

from those which are not. This both minimizes the
- amount of code and data which must be permanently

resident in main memory in order to implement vir-
tual memory, and allows the REMFILE manager to use
the virtual memory provided by the SLS. Both NET-
‘WORK and REMFILE are location dependent abstrac-
tions: in order to access a remote object, its location
must already be known. Both of these managers can
be thought of as hand-coded stubs for a simple form of
remote procedure call (RPC) [BIRR 84].

The NETWORK manager is divided into a client
side and a server side. The client side is used by
the cached OSS to access the attributes and contents
(pages) of already existing remote objects that are not
in the main memory cache. When the client side is
called to make a remote access, it is given the request
parameters and the node ID of the home node of the
object being accessed. (The request parameters always
include the UID of an object, and, for a read page re-
quest; would include the page number of the object to
read, for example). It packages the request parame-
ters into a message, sends it to the given node using the
low-level socket datagram IPC and waits for a response.
Since the requests are all idempotent, it can use-a very
simple request-response protocol ([SPEC 82]); for more
details on sockets and protocols see [LEAC 83].

The server side uses a remote paging server pro-

"cess to handle client requests, which services all re-

motely originating requests to read or write pages and
attributes of objects on that node. The paging server
has a socket assigned to it, with a well known ID, upon
which it receive requestsﬁ it uses the local access mech-
anism to fulfill those requests. Remote paging oper-
ations are requested via (UID, page number) pairs
only, never by disk address, and other remote opera-
tions only via UlDs; thus, a node never depends on any
other node for the integrity of its object store. (This
is one of the reasons the system is truly a collection of
autonomous nodes — to which are added mechanisms
permitting a high degree of cooperation — as distin- .
guished from, say, a locally dispersed loosely coupled
multiprocessing system.) '

The REMFILE manager is also divided into client
and server sides, and except that the operations are to
create and delete objects, its structure is nearly identi-
cal to the NETWORK manager. The server side uses



a remote file server process; it services client requests
by calling the FILE manager to service requests. REM-
FILE also handles remote lock requests for the LOCK
manager; see section 6.

‘5. Single Level Store

The single level store concept means that all mem-
ory references are logically references directly to ob-
jects. This is in contrast to a multi-level store, which
typically has a "primary” store and one (or more) "sec-
ondary” store(s); only the primary store is directly ac-
cessible by programs, so they have to do explicit "1/0"
operations to copy an object’s from secondary to pri-
mary store before the data can be accessed. To make
the distinction between primary and secondary store
transparent, a single level store has to manage main
memory as a cache over the object store: fetching ob-

jects (or portions of objects) from permanent store into .

main memory as needed, and eventually writing back
modified objects (or portions thereof) to the permanent
store. SLS is thus a form of virtual memory, since all
referenced information need not (indeed could not) be
in main memory at any one time.

Our implementation of SLS has many aspects in
common with implementations of SLS for a centralized
system: main memory Is divided into page frames; each
page frame holds one object page; main memory is man-
aged as a write-back cache; DAT hardware allows refer-
ences to encached pages at main memory speeds. If an
instruction references a page of an object which is not in
main memory, the DAT hardware causes a page fault,
and supplies the faulting virtual address and the ID of
the faulting process to software. The page fault han-
dler finds a frame for the page; reads the page into the
frame; updates the DAT related information to show
that the page is main memory resident; and restarts or
continues the instruction. '

The SLS is implemented by the MST manager,
which comes in two modules: one which is permanently
‘resident, called MST-wired; and one which is pageable,
called MST-unwired. Both manipulate a per process
table, the Mapped Segment Table (MST), which trans-
lates a virtual address to a (UID, page number) pair.

MST-unwired implements a map operation, which
adds an object to the address space of a process given
the object’s UID; an unmap operation, which removes
an object; a get-uid operation to inquire about the ob-
jects in an address space; and a set-touch-ahead-cnt
operat,ion to cause read-ahead on page faults. To map

map — make an object accessible through a virtual address
space range

FUNCTION map(object-uid, protection, grow-ok, out obj-
length). virt-addr

unmap — remove an object from the address space
PROCEDURE unmap(virt-addr) :

getuid — get the UID of a mapped object
FUNCTION getuid(virt-addr): object-uid

set-touch-ahead-cnt — set demand paging cluster factor for
a mapped object

Causes pages of the object to be read /written
in ‘cluster-size’ units.’

PROCEDURE set-touch-ahead-cnt(virt-addr, cluster-size)

touch — cause a page to be cached in main memory

The page refered to by virtual address ‘virt-
addr’ is brought into memory, and the MMU is
loaded with the ‘virt-addr’ <-> ‘phys- page-
addr’ association.

PROCEDURE touch(virt-addr): phys-page-addr

wire — cause a page to be cached in main memory and made
non-pageable

_PROCEDURE wyire(virt-addr): phys-page-addr

find — find the phyical page address for a virtual address
Optionally wire the page if ‘wire-flag’ is true.

PROCEDURE find(virt-addr,wire-flag): phys-page-addr

Figure 5: Sample MST Operations



an object into the address space, an entry defining the
(virtual address, UID) association is made in the

MST; unmapping just removes the appropriate entry.

None of these operations are required while servicing a
page fault; thus, the module can be pageable.

" MST-wired implements a touch operation, which
for a given virtual address, causes the object page asso-
ciated with it to be cached in main memory. The touch
operation is given the virtual address of the faulting
page, which it looks up in the MST to get the UID of

the object mapped at that address; fetching the page‘

is then just a request to the OSS, even if the page be-
longs to a remote object (see figure 5). If the touch
ahead count is more than one, it will also pre-fetch suc-
ceeding pages of the object. Other operations include
a wire operation, which is similar to touch, except that
the page is made permanently resident as well; and a
find operation, which returns the main memory address
of a page if it is resident.

What distinguishes our implementation from a cen-
tralized one is the necessity of dealing with multiple
main memory caches: in fact, one for each node in the
network. This leads to the problem of synchronizing
the caches in some way: of finding and fétching the
most up-to-date copy of an object’s page on a page
fault, and of avoiding the use of ”"stale” pages (ones

that are still in a node’s cache, but have been more

recently modified by another node). The objective of
synchronijzation is to give programs a consistent view
of the current version of an object in the face of (po-
tentially) many updaters. A second objectlve is that
the synchronization algorithm should be quite simple
and need only a small data base, as it would be part
of the SLS implementation and hence be permanently
resident in main memory.

These objectives appeared, for pr_actical purposes,
to be mutually exclusive, so our SLS implementation
does not guarantee consistency or the use of the cur-

rent version. Instead, the implementation does provide -

operations and information from which a higher level
can build a mechanism that makes the stronger guar-
antees. In addition, the higher level can use the virtual
memory provided by SLS, and thereby be in large mea-
sure freed of the constraints mentioned earlier on the
- size of it and its data base. The system provides a

readers/writers locking mechanism at the higher level;
however, other clients are free to construct their own.

synchronization mechanism at this level if they do not
wish to use ours.

10

lock — lock an object

See text for explanation of ‘obj-mode’; ‘acc-
mode’ is one of read, write, or read-intend-
write. The boolean ‘locked’ is returned true if
the object was locked; the caller never waits.

FUNCTION lock(object-uid, obj-mode, acc-mode): locked

relock — change the access mode of an lock

The boolean ‘changed’ is returned true if the
access mode was changed.

FUNCTION relock(object-uid, acc-mode): changed

unlock — unlock an object
FUNCTION unlock(object-uid, acc-mode)

read-entry — find the lock entry record for an object

the ‘lock-rec’ contains the object uid, process
uid of the locking process, the object and ac-
cess modes of the lock, and a transaction ID
(see text). :

FUNCTION read-entry(object-uid): lock-rec

iter-entry — iterate through all locked objects

if ‘volume-uid’ is non-nil, restrict the iteration

to just objects on that volume; ‘N’ starts at
0, and after each call is the index of the next

entry to 4be returned. :

FUNCTION iter-entry(volume-uid, N, object-uid): lock-rec

Figure 6: Sample LOCK Operations

6. Lock Manager

The LOCK manager provides clients of the file sys-
tem the means to obtain control over an object and to
block processes that wish to use the object in an in-
compatible way. The tools that the lock manager has
at its disposal are its own lock data base and the lock
key attribute associated with each object.

The lock operation supports two locking modes for
objects. The more familar is the many readers or single
writer lock mode [HOAR 74]. A co-writers (co-located
writers) lock mode is also provided, which makes no re-
strictions on the number of readers and writers, but de-
mands that they be co-located at a single network node.
This mode allows the use of shared memory semantics,
but only among processes located at the same node.



(Guardians [LISK 79] employ this same notion, but at
the level of linguistic support for distributed computa-
tion.) For either mode, several types of access mode are
supported: read, write, read with intent to write later
[GIFF 79]. '

Other operations include: unlock, to unlock an ob-
ject; relock, to change one type of lock to another with-
out unlocking; read-entry, to inquire whether an object
is locked, and if so, how; and iter-entry, to list all locked
objects on a node. '

An instance of the lock manager exists on every
network node, and each lock manager keeps its own
‘lock data base. This data structure records all of the
objects, local or remote, that are locked by processes
running on the local node. The same structure also
records locks that remotely running processes are hold-
ing over local objects. Lock and unlock requests for
remote objects are always sent to the home node of the
object involved, and both the requesting node and the
home node update their data bases. The LOCK man-

ager uses the REMFILE manager to handle the remote -

requests.

The lock manager enforces compatible use of an
object by not granting conflicting lock requests. How-
ever, it guards against accidental or malicious subver-
sion of the locking mechanism by communicating its
current intent to the OSS on a per object basis through
the lock key. When an object is locked in a2 way that ex-
cludes any writers, the lock manager sets its lock key to
the readbyall value. When an object is locked for use
by a single writer, the lock manager sets its key to the
node ID of the writing process. This causes both reads
and writes from any other node in the network to be
refused as concurrency violations. Today’s implemen-
tation of the lock manager does not use the writebyall
value for the lock key, however newly created objects
have their lock key initialized to this value.

Locks are either granted immediately or refused;
processes never wait for locks to become available, so
there is no possibility of deadlock (but indefinite post-

ponement is of course possible). This kind of locking .

is not meant for distributed database types of transac-
tions, or for providing atomicity in the face of node fail-
ures, but for human time span locking uses such as file
editing. For this same reason, locks are not timed out,
since realistic time outs would be unreasonably long.

6.1. Cache Consistency

In a centralized virtual memory system, the main
memory is the single cache over the permanent storage
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of a file system object. "Since all of the users (both
simultaneous and serial) of an object run on the same
system, the memory cache is common to each of them
and so no cache validation need ever be done. When the
object is “unlocked” by one process, its pages may stay
in the main memory cache for awhile, and if another
process comes along to use the same ﬁle,' that second
process will always see the latest version of the object.

In the DOMAIN distributed SLS the simultaneous
users of a particular file are either all readers (in which
case the data they see is identical), or all processes run-
ning on the same node (in which case the main memory
cache they see is the same as in the case of a single
centralized system). All other simultaneous uses of a
file system object are unsupported by the DOMAIN file
system. However, we would like serial users of an ob-
ject in the DOMAIN file system to each correctly see
all changes made to the file by earlier users.

The simplest demonstration of the problem we
faced requires two nodes A and B. Suppose a one page
long file system object O resides on a disk that is phys-
fcally connected to node A. A process on B locks the
object O and reads its single page. That page moves
through the network from A to B and ends up in the
main memory of system B. After studying the page for
some time, the process on B unlocks the file and goes
about its business. A short time later, another process
on B wants to read the same file O. It locks O for read-
ing and accesses that page. We wanted the second user
of O to be able to dependably use (or knowingly dis-
card) the copy of the page cached in B’s main memory.
It should be able to use that page (wlithout refetching
it from the network) if the file O has not been modified
since the page was fetched, and it must refetch the page

_if the file has been modified. In this case, we needed to

be able to answer the question: Did a process on A
modify O between the time the page was delivered to

" B and the time the second B process wanted to use it?

The mechanism described below allows us to efficiently
answer that question, and to invalidate the cached copy
if it was modified by A.

The version number (DTM) kept by the AST for
each object can be used to synchronize main memory
caches, as follows. The remote user of an object can
prove the validity of his cached copy by verifying that
the current DTM (as kept by the home node of the ob-
ject) is identical to the DTM his node has remembered
for the cached pages. Should they be different, the lo-
cally cached pages need 1o be invalidated. The lock
manager performs this validation at lock time for all
remote objects: a request to lock a remote object that



O

is granted returns the current version number (DTM)
of the object, which is used in a conditional flush oper-
ation, thereby removing stale pages of the object from
the requesting nodes main memory.

A second version of the caching problem is to insure

that if (extending the example above) the first B pro- '

cess to use O had modified the object, that the change
be available to a process on A that wants to use the

" object immediately after the B process releases it. To

guarantee correctness in this case, copies of all changed
pages of remote objects are delivered back to their home
node before the object is unlocked. This function is
performed by the lock manager as part of the unlock
function: a request to unlock a remote object first puri-
fies the object (forces modified pages back to the home
node), then frees the lock to make the object available.

Note that concurrency’violat,ions can only occur in
multi-node situations: if an object is never locked, and
is used by only one node, that node is the only source
of version number changes, and will hence always see
a consistent view of the current version. This is why
the LOCK and HINT managers’ state can be stored in
virtual memory: the objects that store their code and
data do not need to be locked because they are only
used on one node. '

6.2. Discussion

This two-layer approach to concurrency manage-
ment has several desirable attributes. First is that it
allows the (presumably) more complicated and larger
higher level protocol to use the services of OSS to main-
tain its datd base. Second is its flexibility. Changes
to the higher-level lock manager can be accomplished
without affecting the OSS-level implementation at all.
Also, because the operations to manage the cache are
exported, clients can implement their own schemes, any
number of which can coexist as long as they manage
disjoint sets of objects. Lastly, the burden of lock key
checking assigned to the per-page operations at the OSS
level is very slight compared to the lock manager’s data
base maintenance.

One restriction that it would be desirable to re-

lax is that the concurrency granularity of the current
implementation is at the level of entire objects. The
lock key as described is insufficient for some forms of
concurrency control. However, if the highef—level pro-
tocols wanted to take on the entire control task, the
lock key could be set to its writebyall value to disable
concurrency checking by the OSS—lével. Note that the
per-object techniques described above, but with a ver-
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. sion number (DTM) per page, would allow page level

concurrency control. We already store the DTM with
each page on backing store; thus keeping one DTM per

_ main memory page frame would suffice for this exten-

sion.

7. Naming Objects

For users, UIDs are not a very convenient means
to refer to objects; for them, text string names are
preferable. However, like UlDs, they should be uni-
form throughout the network, so that the name of an
object does not change from node to node. In DO-
MALIN, text string names for objects are provided by a
directory subsystem layered on top of the single level
store. The name space is a hierarchical tree, like Mul-
tics [ORGA 72] or UNIX [RITC 74], with directories
at the nodes and other objects at the leaves. A direc-
tory is just an object, with its own UID, containing pri-
marily a simple set of associations between component
names (strings) and UIDs. (A symbolic link facility, like
that of Multics, is the other major feature of directo-
ries.) A single component name is resolved in the con-
text of a particular directory by finding its associated
UID (if any). The absolute path name of an object is
an ordered list of component names. All but (possibly)
the last are names of directories, which, when resolved
starting from a network-wide distinguished "root” di-
rectory, lead to the UID of the object. Thus, an ab-
solute path name, like a UID, is valid throughout the
entire network, and denotes just one object. (There are
other forms of path name besides the absolute form;
these relative path names are mainly for convenience,
since absolute path names are potentially very long in a
large network with large numbers-of objects. They are .

- all expressible as the concatenation of some absolute

path name prefix to the relative path name itself.)

8. Lessons

The first implementation of the DOMAIN system
was completed in March of 1981. Since then, the system
has been tested, used, and measured extensively. At
this writing, the largest operational DOMAIN network
system is a single token-ring network consisting of over
600 nodes, and DOMAIN installations of over 70 nodes
are not uncommon. As a result of this almost four
years of experience, we believe we have learned some
important practical lessons — some of .which validate



(and in some cases vindicate) our choices and others
that suggest alternative implementations.

8.1. Choosing SLS

The DOMAIN-chosen technique mapping file sys-
tem objects into process address space and then turn-
ing MMU faults into object read requests of the form
(UID, pageno) has been very successful. It enjoys the
benefits of simplicity of implementation, stateless re-
mote servers and the efficency of demand-paging lazy
evaluation. Further, a single main memory cache man-
agement mechanism equally manages object pages for
local and remote objects. Our original goal for the re-
mote paging system was to have remote sequential file
system I/O take no more than two times longer than
the file I/O from a local disk. Over the years, this ratio
has averaged around 1.8 to 1.

8.2. Seduction by SLS

The characteristics of network location trans-
parency and a low penalty for remote transparent ac-
cess combine to make the “map-it, use-it, unmap-it”
approach to object manipulation terrifically attractive.
However, we have learned that there are sometimes
compelling pratical reasons for avoiding the allure of
network transparency at the SLS level for some object
managers that want to provide a higher level of abstrac-
tion.

Cur naming server, which implements the direc-
tory hierarchy and the name-to-UID translation, was
originally implemented completely on top of the loca-

tion transparent SLS level. As a result, it mapped and

operated on directories without regard to their location
in the network. The naming server, then, did not, in
fact could not, distinguish between directories on lo-
cal disks and those on remote disks. As a result, the

~ server was straightforward to implement, and as soon

as it worked on local directories, it worked on remote
directories.

The problem with this implementation strategy for
the naming server was that the storage system (natu-
rally) provided no layer of abstraction for the notion of

- directory. The SLS provided access to the raw bits of
a directory to each naming server that wanted to ma-

nipulate that directory. This was fine as long as each
naming server in the network could operate on direc-
tories of the same format. In practice, however, the
naming servers are not the same on every node in the
network (generally due to software updates occuring at

13

different times) and the older naming servers are un-
able to handle constructs added to directories by newer
naming servers running on other nodes.

Directories are an important example for a system
like DOMAIN. They are permanent (stored on disk),
heavily shared by multiple nodes, and most transac-
tions on them take very little time. Also, they are likely
candidates for extensions and improvements over time.
Because we can never demand simultaneous update of
software on every node in a network, and because we
want very much to offer cross-release compatibility, we
have found ourselves constrained by our original imple-
mentation.

As if that were not enough, we have found that the
performance of the naming server tree-walk was signif-
icantly increased by asking the node that owned the
target directory do the lookup work itself, rather than
sending pages of the directory over to the requesting
node. This change demanded that the naming server
learn the difference between local and remote directo-
ries, and was an example of when "moving the work
to the data” was a win over "moving the data to the
computation.”

8.3.  Use Simple Protocols

) The key to the attainment of our remote perfor-
mance goals has been the use of light-weight problem-
oriented protocols. We have taken full advantage of
the relatively clean environment provided by our high-
speed ring network to avoid often costly protocol sup-
ported reliability.

. Operations that are idempotent (i.e. for which re-
peated applications have the same effect as a single ap-
plication) use a connectionless protocol [SWIN 79)] and
retry often enough to achieve the desired level of relia-
bility. Network operations to read and write attributes

" and pages are all of this form.

Operations which are not idempotent (i.e. which
have side effects), but which naturally have some state
associated with them, can often be made idempotent
using a transaction ID. Each time a client sends a new
request (not a retry) to perform an operation, it chooses
a new transaction ID. If an operation was performed
once with a particular transaction ID, the receipt of a
second request with the same ID should be rejected.
File locking, for example, saves the the transaction ID
of the operation which set the lock along with the lock
state.

The SLS protocols we use are inexpensive because
they are end-to-end protocols [SALT 80] and do not



rely on the communications substrate to provide any
service guarantees. Instead, each remote operation in-
dividually implements the least mechanism required by
its reliability semantics.

8.4. Obtaining High Performance

Much has been written on this subject lately for
distributed systems. (In particular, see [CHER 83] and
[LAZO 84].) The DOMAIN file system has evolved over
the years to provide as much as six times the perfor-
mance of its original implementation. Certainly in the
case of completely diskless nodes, but also very fre-
quently in the case of disked nodes,-the performance-
critical information needed is elsewhere in the network.
Our . performance goals coupled with our aggressive
remote-to-local ratio goal has influenced the implemen-
tation in several ways.

The disk subsystem implements fairly familiar
techniques for performance enhancement including:
physical locality optimizing, control structure caching,
batched reads, and clustered writes. Physical lbcality is
encouraged by the increasingly clever allocation of suc-
cessive file blocks and their file maps and VTOC entries.
The basic disk control structures (free-block allocation
tables and VTOC control blocks) are cached in their
own set of control block buffers. File page reads are
"batched” at the SLS-level. Recall that in DOMAIN, all
file read activity is caused by touching the bytes of the
file with normal CPU instructions and thereby page-
faulting on the needed page. When the SLS catches
the page-fault and determines the need for some (UID,
pageno), it may ask the lower levels for up to 31 addi-
‘tional successive object pages. Most disk write opera-
tions are instigated by the page purifier process, and it
tries to hand the low-levels a large collection of pages to
write so that seek-ordering and rotational-ordering can
be performed. In addition, for remote file system I/0,

DOMAIN implements trans-network batched reads; a

8.5. Indefinite Postponement

In theory, the remote file server running on one
node can service requests from any number of clients.
In practice, however, a single server can be flooded
with requests from ten, twenty, even one hundred hun-
gry clients. Because the communications protocol layer
provides no delivery guarantees to the higher layers, it

‘blit,hely discards messages it receives after its assorted

queues and buffers fill up. In theory, the issuer of the
discarded message will send a time-out based retry and
all will be well. In practice, indefinite postponement is
a definite possibility. As networks get larger, and in
particular as server nodes get busier, a solution that
formally addresses this problem completely is needed
(rather than an ad hoc approach that, for example, in-
creases the depth of the queues periodically).

8.6. Conclusion

The essential ingredients to good performance of
a distributed file system include all those things re-
quired for a good centralized file system: caching, bulk
data transfer from the disk, and good object locality
on the disk. In addition, the distributed file system
needs more: it needs caching of remote data to avoid
as many remote operations as possible; cheap, fast pro-
tocols; and bulk data transfer over the network, even
when the protocols are very cheap.
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ANATOMY OF A PAGE FAULT 3/83

This is the story of how the pages of an object are brought into memory.
We will concentrate on objects mapped by segments into a process
virtval address space.

The tale begins with the mapping of the object (usually through an mst_$map call)
somewhere in the address space. The unit of mapping is a segment, s0 3Z consecutive
pages of the virtval address space are reserved by creating an entry in the mst.

The mst is a two dimensional array whose first indice is a process id and whose
second indice is an mst entry for an object in that process’s address space.

Each time an entry is added to the mst (representing the mapping of a segment of

an object in some process’s virtual address space), an entry must also be made for

that object segment in the ast. The ast

is a table used to keep track of ‘active’ objects; it relates pages of segments of
objects to physical memory; it caches static and dynamic information about objects

(e.qg. where they live and whether they’ve been modified). There is one ast for the
whole system (it is not per-process); its size determines how many objects can have
pages resident at a time and is a function of physical memory size.

Back to the mst. An mst entry (mste) contains information about a segment of a
mapped object (e.g. the segment number, access rights, its storage location) and
it contains a page map (pmap), a table with 3Z entries. Each entry in the pmap is
used to describe the status of one page in the segment. A page may be:

wired not available for page stealing
resident in memory
in_trans in some sort of transition state, so hands off

Each pmap entry also contains the physical page number for the page or its disk
block address if it is not resident.

Mapping an object does NOT cause any of its pages to be brought into memory.
Instead, the first reference to a page within the object causes a page fault to
occur. (PAGE FAULT: <the result of trying to reference a virtval address that
is not currently mapped to a physical address). Briefly, the page fault brings
you into code which determines that this is indeed a fault

on a non-resident page and calls mst_$touch. Mst_$touch does some checking to
be sure the page exists (or can be created (object is writable)) and eventually
determines that it should call ast_$touch. If the page does NOT have to be
created, mst_$touch includes in its request to ast_$touch a count of the number
of consecutnve pages within the segment it really would fike to have resident
(beginning with the referenced page). This is the 'touch—ahead’ count for the
object; it is settable from user space (mst_$set_touch_ahead_cnt) and is used
to get better paging performance.

Ast_$touch does a little checking of its own and then calls pmap_%$touch, whose
Job it is (finally) to get the page(s) into memory. :



Pmap_$touch determines how many of the pages requested really can be touched by
looking at the page map in the ast for this segment. It will only try to touch

consecutive pages, starting at the first page requested and stopping at the point
that:

1.  the count would cause a segment boundary to be crossed
2. a page is found in transition (remember hands off?)

3. a page is found already resident in memory

or 4. a page is found that has not yet been created

Pmap_$touch puts the pages it is going to read in transition (in the pmap) and then
allocates enough physical memory to hold the pages (a local subroutine ‘alloc’
callis mmap_%$alloc — but the mmap is another story for another time). Pmap_$touch
also determines if the object is local or remote and calls either disk_$read_ahead
or network_%$read_ahead to trigger the i/0. If there are any errors in the i/0, one
or more of the pages requested will be released from transition. Pmap_$touch then
installs each successfully-read page in the mmap (by calling mmap_$install) and, in {
pmap, marks each page as resident and sets its ppn to the physical page number. It
then returns the count of pages touched with each page still marked in transition.

Seeing that the pmap touch was successful, ast_$touch returns (to mst_$touch) which
installs all the touched pages in the mmu {mmu_$install), clears the in-transition
bit for the pages and returns to the fim code which resumes the favlting process,
having successfully resolved the page fault.

Somewhat more than this happens of course if the original page cannot be read in,
or if there is a concurrency violation in pages received from the network or if a
page needs to be created, etc.

A few more words should be said about the locking involved in all this. Most of
this work is done under the page resource lock, 'pag_%$lock’, which must be held
whenever a change is to be made to the state of a page (as reflected in the
information in the pmap). However, there is another rule that says the page

lock cannot be held during i/0 (so comeone else can get work done while you wait
for the i/0). To prevent a page from being stolen or modified by someone else
when you have to give up the page lock, the in-transition bit in the pmap must

be set. However, this in itself isn’'t enough. The mmap (remember?) is a table
that describes the state of physical memory. It contains one entry for each
physical page. This still isn’'t the time for the mmap story, but suffice it to
say that there is some code that doesn’t know about the pmap and the in-transition
bit, but only knows about the mmap and the avail bit. Any page in the mmap marked
“‘avail’ is eligible to be taken for use. (Available does not mean 'not used’, it
means 'may be stolen for another use’.) So, to keep a page from being tampered
with when you can’'t keep the page lock, the in-transition bit in the pmap MUST

be set AND the avail bit in the mmap MUSY NOT be set (call mmap_$unavail).
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Further information (and pictures) for most disk data structures and
layouts can be found in the section on the File System in the Engineering
Handbook. Pascal type definitions are mostly in ins/vol.ins.pas, with

a fewer lower level ones in ins/base.ins.pas. Exceptions are noted.
Values for particular disk parameters can be found under Peripheral 1/0
in the handbook.

ALTERNATE LV LABEL

O

When INVOL initializes a logical volune, it allocates a block (typically
the last block on the logical wvolume) to hold a copy of the logical volume
label. The physical volume label contains an array (alt_lv_list) of the

physical disk addresses of the alternmate lv labels for all logloal volumes
on the disk.

If the 1lv label of a volume gets desttoyed, it can be regenerated from the
alternate 1lv label with the following steps:

1. Find the daddr of the alternmate 1lv label by reading the pv label and
finding the alt_lv_list. If the pv label has also been destroyed, use
rwvol to read the blocks at the end of the logical volume (assume that
the volume is the maximum number of blocks) and look for a block whose

block header uid is 201.0.

2. Use rwvol to read the alternate lv label.

3 Use DB (or MD, if runm.ng offline) to patch page number (3rd long word)

"and daddr (8th long word) as follows:

4, Use rwvol to write out the block to daddr 1.

ASSIGNED DISK

A physical or logical volume whose "ownership" has been assigned to a user

process using either the disk_$pv_assign or disk_$1v_assign call. An assigned

disk is not used for file system (virtual memory) operations; all i/o to the

disk is performed by user programs using the disk_$as read and disk_S$as_write
calls. NOTE: even though the disk is under the control of a user program, the
physical block format — 32 byte header and 1024 bytes of data — is unchanged.

See also Assigned Disk Routines; contrast with Mounted Disk.

- ASSIGNED DISK ROUTINES

There are seven routines that are available to handle assigned disks.
These routines and their functions are described below (Calllnq sequences

are defined in /us/ins/disk.ins.pas. Arqument types and meanings are as
described herein.)

¥ 'disk_$pv__assign — assigns oontrol of a physical ‘volume to the caller and

returns the volx of the volume to use in subsequent assigned calls.
The caller must supply controller type, controller number, and drive
unit number. If known, the size of the physical volume, blocks/track,



and tracks/cylinder can be supplied. If they are unknown, the size of

the physical wvolume (b_per_pvol) should be specified as 0, and the

appropriate parameters will be returned by the low-level driver. (If

ge 1<))w-1eve1 driver doesn't know the disk parameters, you MUST supoly
e{l.

Q dlSlL$lV assign — ass:.gns oontrol of a logical volume and returns the
volx of the volume to use in subsquent calls. The volx of the physical
volume, which must have been previously mounted or assigned, must be
supplied by the caller. The address of the alternmate lv label is also
returned. (This is because the online SALVOL needs the address of the
alternate 1v label, but may not be able to read it from the ;hysmal
volume label if the volume has been mounted.)

disk_Sas_read — reads a block from the assigned volume and returns the
block header and data. The data buffer must be page aligned. The read
is under the oontrol of the assigned options as described under
disk_Sas_options. Note: Aegis assumes that the caller doesn't know
what the block header should contain, so an assigned read will never
generate a block header error.

disk_Sas_write — writes a block to the assigned volume. The data buf fer
must be page aligned. The write is under the control of the assigned
options as described under disk_S$as options.

disk_$format — the specified track on the assigned volume is formatted.
disk_$as_options — this allows the override of some of the default behavior

of the low-level disk routines. Options are:
write_protect — logically write-protects the assigned volume.

no_crc_retry — if a data check occurs during a read, it is not
, O ‘ retried (used by FBS).
use_caller_blkhdr — tells Ang.s not to touch the block header, in

particular not to £ill in the d&tm, pad, chksum, or daddr fields
(used by FBS). ; .

disk_S$unassign — relinquishes control of an assigned volume. Any assigned
options that have been specified are reset.

BADSPOT CYLINDER | ,
A cylinder, typically one of the last two on -a physical disk (see Engineering
Handbook) » used by INVOL to hold the physical badspot list. The physical badspot
list is written out to each head on the badspot cylinder in an attempt to

overcome any badspots that might appear on the badspot cylinder.

BADSPOT LISTS

There are two types of badspot lists — physical and logical. The physical
badspot list is constructed by INVOL or a disk diagnostic and written out to
the badspot cylinder (which see). There is also a logical badspot list contained
in the LV label of each logical volume on the disk. This list describes only
those badspots which lie within the confines of the logical volume.

BADSPOT MANAGER

A set of subroutines that ocontain all knowledge about the format of the
physical and logical badspot lists. Programs needing to reference the badsvot
lists (INVOL, SALVOL, FBS) all call the badspot manager to read, write, and
update the badspot lists.
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BAIBPOT

A media defect on a disk that renders one or more blocks unusable for data

. storage. Most disks we use come from the manufacturer with a list of badspots.

(Some storage module packs are guaranteed defect-free; floppies do not have
badspot lists.)

When a disk is 1n1tialized, INVOL is used to translate the hard-copy badspot
list for permanent storage on the disk (see Badspot Cylinder). In some cases,
the badspot information is stored on the disk by the manufacturer, and the
appropriate disk diagnostic can be used to automatically read this information
and construct the physical badspot list on the disk.

As part of disk initialization, INVOL reads the physical badspot list and
removes any bad blocks from the Block Availability Table (which see). Note
in particular that Aegis knows nothing about badspots; they just appear to

. be pre-allocated blocks on the disk.

BAT

See Block Availability Table.

BLOCK

See Disk Block.

BLOCK AVAILABILITY TABLE (BAT)

O

A bitmap describing the current allocation of blocks in a 1ogiéal volume.
The location and size of the BAT is described by the BAT header, which lives
in the logical volume label.

Each bit in the BAT describes the state of one disk block — 0 if the block
is free, 1 if the block is in use (or is a badspot). The BAT header contains
the disk address of the block represented by the first bit in the map.

The BAT is 1m£1allzed by INVOL during initialization of a logical wvolume.
When SALVOL is run, the BAT is reoconstructed using the current state of the
VIOC and the badspot list in the logical volyme label.

See Disk Block Header.

BLOCKS_PER_VOL

A disk parameter giving the total number of blocks on a physical volume

that are available for the definition of logical volumes. Typically,
blocks_per_vol will equal blocks_per_pvol (which see) minus the number of
blocks in the badspot and diagnostic cylmders. On some disks, blocks_per_vol
is artificially reduced further so that the primary and secondary sourced
disks will be of comparable size.

BLOCKS_PER_PVOL

BOOT

A disk parameter giving the total number of usable blocks on a physical
disk volume (contrast with Blocks_Per_Vol).



) See SYSBOOT.
CALENDAR

~\ An offline (SAU) or online (/OOM) command used to set the calendar
clock on a node. The calendar utility will also update the last valid
tJ.me in the logical volume label.

NOTE: calendar should be run on a node before using the offline INVOL :
to initialize a disk on the node. If this is not done, INVOL will generate
invalid UIDs for the disk. (INVOL will check for this in the future.)

- CHECKSUM CDMMAND

A command (see /usx/com) used to enable, disable, and display the
checksum status of the system. The format of the command is:

Cs [-e | -d] [winchester | floppy | storage_module | network]

"—e" enables checksumming for the specified device; "-d" disables
checksumming. Only one device can have checksumming enabled at a time.
If neither -e or —-d is specified, the checksum status of the system is
displayed.

When checksumming is enabled for a deVice, Aegis performs the following
~actions whenever a block is read or written:

1. Before writing a block, a software checksum is calculated and
stored in the block header. The 16-bit checksum is a simple sum
of the 512 words of data in the block.

O 2. After any block is written to the device, it is immediately reread
_ - and checked as in #3.

3. When any block is read from the device, if the checksum in the
header is non-zero (meaning that it was'prevmusly written with
checksumming enabled) » a new checksum is calculated and compared
with the checksum in the header.

When checksunmmg is enabled, Aeqgis w111 crash on any of the following
conditions:

read_after_write (8001C) Following a write, the subsequent read
incurred an uncorrectable disk error or
the block had an incorrect block header.
read_chksum : - (8001F) A read (not a read after_write) failed
the checksum test.
read_after_write_chksum (80020) A read after_write failed the checksum test.

cs
See Checksum Oommand

CHUVOL (G'IANGE_}_UIDS_CN_VOLUME)
An offline (SAU) and online (in /INSTALL) utility used to change every
UID on a physical volume, The need for this procedure arises when a disk

is initialized on a node whose node ID is different from the ID of the
node to which the disk is eventually to be attached. (For example, manufacturing



initializes, loads, and stockpiles IN300 disks without knowing the eventual
‘ destinations of the disks.) When Aegis is running, it expects the node ID
part of UIDs for local objects to match the ID of the node on which it is
running. If these IDs differ, Aegis performance suffers because the algorithm
for finding object in the network generates many needless network transmits
O (trying to find the node that originally initialized the disk)..

To prevent this, once a disk reaches its eventual home, CHUWOL is run to
"rename" every object on the disk. This involves reconstructing the VIOC
and changing the block header of every block in use.

WARNING: CHUVOL should be run only when you have a hlgh degree of confidence
in the disk hardware and the file system on the disk in known to be in

a oonsistent state. If there are user files on the disk (i.e., files not
replaceable from master release media), they should be backed up prior to
running CHUVOL.

NUM
See Controller Number.

(DN'JROLLER NUMBER (QNUM)
A number defmmg which ocontroller of a given controller type you want
to talk about. A oontroller number can be 0 (first ocontroller) or 1
(second controller). Currently, Aegis and the standalone utilities
support only one controller number — O.

CONTROLLER TYPE (CTYPE_T) |

' An ennumerated type defining the names of the various ocontrollers that
O support file system activity. Possible values are

WINCHESTER (all flavors of winchester disks)
FLOPPY
RING_XMIT o (use this, not ring rcv)
RING_RCV
STORAGE MODULE (includes Intel controller and file server disks)
CTAPE (cartridge tape)
CPBOOT

A command for copying SYSBOOT onto a disk (and the ONLY way SYSBOOT
can be placed on a disk — see also SYSBOOT). Command format is

CPBOOT <source-dir> <target-dir>

Note that the source and target are pathnames of the dlrectorles
containing SYSBOOT; do not specify SYSBOOT as part of the pathnames. '

CTYPE
See Controller Type.
CYLmDER

A vertical slice through a physical disk. A cylmder oontains one or
more heads or tracks.

DADDR



See Disk Address.
DeT .
O See Device Controller Table.
DEVICE CONTROLLER TABLE (DCT) i

(Aegis internal) A table internal to Aegis that describes the controllers,
ring and disk in particular, that are or may be part of the hardware
configuration of the system. Each DCT entry (DCTE) contains the controller
number and type, and a set of parameters that are common to all controllers
in the table (interrupt vector address, 1omap slots, read/wnte routine
addresses, etc.). The DCTE type definition is in ins/io.ins.pas; actual
DCTEs are defined in ker/io | tbls asm. ‘

DIAGNOSTIC CYLINDER

A cylinder — typically the last or next to the last on a physical disk
(see Engineering Handbook) — reserved for diagnostic operations by disk
diagnostics (offline diagnostics, controller built-in diagnostics, the
online TESTVOL program).

DISK ADDRESS (DADDR)

The address of a block on disk, sometimes represented as cylinder/head/sector
numbers, but more typically represented as a single DADDR — the sequence
number of the block in a physical or logical volume (starting from 0).

| DADDR = (cylinder*tracks/cylinder + track) * sectors/track + sector
O ("track" is the same as "head".)

Disk addresses can be physical or logical. A physical daddr is the absolute
address of a block relative to the start of the physical volume regardless
of which (if any) logical volume it may be in. A logical daddr is the address
of a block relative to the start of the logical volume to which it belongs.
So, for example, the physical daddr of the first logical volume label on a
disk is 1; its logical daddr is 0. (In general the logical daddrs of all
disk addresses on the first logical volume w111 be one less than their
physical disk addresses )

ALL disk addresses appearing in a logical volune (except those in block
headers) are logical disk addresses.

DISK BLOCK

A sector or record on a disk. A disk block consists of a 32-byte software
header (see Disk Block Header) and 1024 bytes of data, so the physical block
size on disk is 1056 bytes. (Floppy disk blocks have no headers, so the t
physical block size is 1024 bytes.) For disk block addressing, see Disk Address.

DISK BLOCK HEADER (BLK_HDR_T)

The first 32-bytes of data in any physical disk block (except for floppies,
which have no headers). The block header is used by Aegis to verify that the
correct block was read and by SALVOL to verify the consistency of the file

- system. The block header ocontains the following information:



UID The UID of the file to which the block belongs; '
PAGE The page number of the block within the file (the first
. block is page 0, the second is page 1, etc.);
The UID and page number are sufficient to miquely
identify any block in use.
. DIM The time (as a clockh_t) when the block was last written
O to the disk.
BLKTYP Identifies the block as data (0) or level 1, 2, 3 filemap
SYSTYP Identifies the type of object (file, dir, sysdlr)
(HKSUM A software calculated checksum for the data in the block.
(This is used only if read-after-write checksumming is
turned on — see Read-After-Write Checksum.)
PAD Unused (0's).
DADDR The physical disk address of the block.

DISK PARAMETERS

A set of numbers that describe the size and "shape"” of a physical
disk volume. These numbers are stored in the physical volume label
(which see) of a disk so that Aegis and the standalone utilities can
determine the size of a disk without depending on self-identifying
hardware on the disk drive. The parameters describing a disk are

DRIVE TYPE
BLOCKS_PER_PVOL
BLOCKS_PER _TRK
TRACKS_PER_CYL
PHYS_SECIOR_SIZE
PHYS SECTOR_START
SECTOR_DELTA

OISK VOLUME: TABLE (DVT)

(Aegis internal) A table setup and maintained by Aegis to describe the
state of all mounted and assigned disks on the system. Each IVT entry
(DVIE) contains the state of the volume (being mounted, mounted, assigned),
the disk parameters describing the volume, the identity of the current
owner, the UID of the volume, and a pointer to the DCTE for the controller
of the drive on which the volume resides. For both mounted and assigned
volumes, disks are identified by Aegis by a Volume Index (VOLX), which

is the index of the INTE for the disk in the IVT. The layout of a IVIE is
in ins/disk.pvt.pas; the actual VT lives in nuc/disk_wired.pas.

DISK_ERR
An online utility (in /SYSTEST/SSR UTIL) that prints out information
saved by Aegis on most recent unrecovered disk error. The information
includes the disk volx, the time, disk address, and physical page number
into which the block was read, the error status, and the requested and
actual block headers.

DMTVOL (DISPDUNI‘_VQJU!'E)

" An online command to dismownt a mounted volume.

DRIVE TYPE (DTYPE) -

A number, which can be passed in to disk_$pv_assign but is more typically

set and returned by the lower controller-specific driver, that identifies
a particular drive type for a controller that can support more than one



kind of drive (e.g., 30MB and 70MB winchesters).

{Currently, the only disk driver that takes dtype as an IN argqument is

the floppy driver, for which the drive type is used to differentiate between
single and double density floppies — commg soon from pjl.)

Q/TI’YPE

See Drive Type.

IVIE

See Disk Volume Table.

EXTENT

A contiguous set of blocks in the VIOC. Each VIOC extent is descrlbed
by an entry in the VIOC map (whlch see).

~ FBS (FIND_BADSFOTS)

An offline (SAU) utility that can be used to construct a badspot list
for a physical volume if the original badspot list has been lost. FBS -
writes and reads several worst-case data patterns to every block on the
disk for a user-specified number of passes. The original contents of the
dlsk are, of course, completely hosed.

FILE MAP

A list of (logical) disk addresses that define the locations of the blocks
of an object in a logical volume. There are four levels of file maps,
referred to as Level 0, 1, 2, and 3. A Level 0 file map points to the
first 32 blocks (pages 0-31) of an object and lives in the VIOC entry for
the object. A Level 1 file map is 256 entries long and points to pages
33-287 of the object. A Level 2 file map contains up to 256 pointers to
further Level 1 file maps for the object. A Level 3 file map contains up
to 256 pointers to Level 2 file maps. The first Level 1, 2, and 3 file maps
are pointed to by the VIOC entry. The maximum size of an object is thus

(32 + 256 + 256%*2 + 256%*3) * 1024 = 17,247,300,000 bytes

Ievel 1, 2, and 3 file maps are each 1024 bytes long and are allocated ’

as required when a file grows. The UID of the block header for file map
blocks is that of the owning object; the block type will identify the
level of the filemap.

HEAD

One of the n thingamawidgets that sit on disk surfaces and do reads
and writes. Number of heads = number of tracks/cylmder.

INTERLEAVING

O

The physical layout of logically contiquous pages 'of an object on disk.
Since Aegis (and/or the disk controller) typically isn't fast enough to

‘'read consecutive hlocks from the disk without losing a revolution of the

disk, Aegis, when allocating disk blocks to an object, skips one or more
disk blocks between consecutive pages of the object. So, for example,
pages 6, 7, 8, 9 of a file might be given disk addresses 100, 103, 106,
109, 10C (assuming an interleave factor or Sector Delta of 3). 'Ihe optimal
interleave factor is a function of the speed of revolution of the disk,



the amount of work required by the disk driver, and the pattern of reference
' by the program using the file. Interleave factors range from 2 for a
floppy disk up to 9 or so for a storage module on an Intel controller.

INVOL (INITIALIZE VOLUME )

O An offline (SAU) or online (/QOM) utility for 1n1t1allzmg disk volumes.
. INVOL has several options that allow initializing logical volumes, entering
badspot information, building an os paging file, and displaying the status
of the volume. Complete instructions on usage are in some manual.

LOGICAL DADDR

The address of a disk block relative to the start of the logical volume
to which it belongs. All disk addresses (excluding those in block headers)
on a logical volume are relative to the start of the logical volume. -
See also Disk Address.

i
LOGICAL VOLUME

A self-contained and independently addressable entity on a physical volume.
A physical disk volume may contain one or more logical volumes, each of
which may be mounted (for file system operations) or assigned (for assigned
i/o). ILogical volumes are numbered starting at 1.

Logical volumes are created using INVOL. The first block of a loglcal
volume is the Logical Volume Label, which contains the name and UID of the

logical volume and information about the other structures on the logical
volume.

@M VOLUME LABEL (LV LABEL)

The first block in a logical volume (logical daddr 0), holding information

about the size and state of the logical volume, headers for other data

structures on the logical volume (the BAT and VIOC), and pointers (VIOCXs)
~ to certain standard objects on the logical volume (network root — //,

root directory — /, os paging file, SYSBOOT).

The 1lv label also oontains the date-times of last mount, dismount, and

salvage (see SALVOL).

See also Alternate Loglcal Volume Label.

IV LABEL
See Logical Volume Label.
MOUNTED DISK |

A physical or logical volume that is available for file system (virtual
memory) operations. A volume is mounted using the MIVOL command (an
exception being the boot volume, which is automatically mounted by Aegis
at system startup). Once mounted, all access to the volume is ocontrolled
by Aegis via file system and virtual memory paging operations.

See also Assigned Disk.

Q‘!IVOL (M)UN’IQKLUME)

The command used to mount a logical volume and catalog the volume
in the file system.



. NEIWORK ROOT (//)

A directory, //, that is initialized by INVOL as part of any loglcai

volume. A pointer (VIOCX) to the network root directory is stored by
O INVOL in the logical volume label.

0S PAGING FILE

An uncataloged permanent object that must appear on any logical volume
that is to be used as the boot device for Aegis. The os paging file is
the backing store for those parts of Aeg;.s that are eligible to be paged
out to dlsk The paging file is built using INVOL, and a pointer (VIOCX)
to the paging file is stored in the logical volume label.

PHYSICAL DADDR

The absolute physical address of a disk block relative to the start
of the physical volume; see Disk Address.

PHYSICAL VOLUME

A disk, oonsisting of a physical volume label (first block on the disk,
daddr 0), one or more logical volumes, a badspot cylinder, and a diagnostic
cylinder. A physical volume can be mounted or assigned. See also

Logical Volume.

PHYSICAL VOLUME LABEL (PV LABEL)

The first block — physical daddr 0 — of a physical disk volume. The

pv label contains parameters describing the physical disk (see Disk
O Parameters) and lists containing the addresses (physical daddrs) of

each logical volume and its associated alternate 1lv label. .

Since the pv label is the first record on a disk, it can be read
without first knowing the exact parameters of the disk, which are
normally required to convert a daddr into cyl-head-sector for the
- low-level disk driver. Aegis and the standalone utilities make use
- of this fact when mounting (or assigning) a disk on a drive whose
parameters are unknown.

PV LABEL
See Physical Volume Label.

READ-AFTER-WRITE CHECKSUMMING
See Checksum Command.

ROOT DIRECIORY (/) , .
A directory, /, that is initialized by INVOL as part of any logical
volume. A pointer (VIOCX) to the root directory is stored by INVCL
in the logical volume label. The root directory is the top level of
the directory structure for the file system on the logical volume.

CDWVOL (READ/WRITE_VOLUME)

A standalone (SAU) or online (/SYSTEST/SSR UTIL) utility for reading
and writing blocks from a physical disk. (To use the online RWVOL,



the pmys:.al disk cannot be mounted.) FRWVOL is a useful tool for
. . examining and repairing parts of the file system. It can also be
used to help diagnose failing controllers or drives.

SALVOL (SALVAGE_VOLUME)

O A standalone (SAU) or online (/COM) utility for salvaging a disk
after a system crash or other occurrence that may have corrupted
the file system on the disk. Since many changes to files, the VIOC,
and other parts of the file system are not immediately reflected:
‘on the disk, a crash may leave the disk in an inconsistent state.
For example, a file may have grown (had new blocks allocated to it),
but the Block Availability Table (BAT) may not have been updated
on the disk.

A logical volume is identified as needing salvage by examining the
last-mounted-time, last-dismounted-time, and last-salvage-time,
three fields in the logical volume label. If the last mount predated
the last dismount, and the last salvage was not performed after ‘
the last mount, then the volume was not correctly dismounted and
has not yet been salvaged.

The chief operatlon performed by SALVOL is to scan the entire VIOC
on a logical volume and reconstruct the BAT so as to be consistent
with the contents of the VIOC. In the process, SALVOL will detect
and attempt to fix many other file system errors, for example,
multiply allocated blocks (blocks that claim to belong to two or
more objects), bad chain pomters in VIOC blocks, and incorrect ACL
reference counts.

When booting a node in normal mode, SYSBOOT checks to see if the
boot volume needs salvaging. If it does, SALVOL is autanatlcally
run before bringing up Aegis.

SECTOR |
Same as Disk Block (which see).

SECTOR DELTA

' See Interleaving.

STANDALQNE UTILITIES (SAUS)

- A set of programs that live in the SAUn directory and perform
various disk maintainence and diagnostic functions. The standalone
utilities are CALENDAR, CHUVOL, INVOL, FBS, RWWOL, and SALVOL
(all of which see). Most of these utilities have online versions
that can be run under Aegis on an assigned disk (a disk which is
not the boot volume and has not been mounted for file system use).
Online versions of CALENDAR, INVOL, and SALVOL live in /QOM; the
online (HUVOL lives in /INSTALL; the online RWVOL lives in
/SYSTEST/SSR_UTIL.

SYSBOOT

\ A program that lives in (physical) disk blocks 02-0B on any physical
C/ volume that is to be used as a boot device. SYSBOOT is read from
the selected boot device by MD whenever an EX, EY, IO, or LD command
is issued. SYSBOOT knows just enouch about the file system to be able



~ to £ind the SAUn directory and read in the requested file. SYSBOOT
. can also recognize a volume in need of salvaging and, when asked to
- load Aegis in normal mode, will first execute SALVOL.

- Records 02-0B are also the first 10 data blocks of the first logical -

O volume on the disk. These blocks are set aside (marked in use in the
BAT) by INVOL when the first logical volume is initialized. INVOL
also catalogs SYSBOOT in the root directory of the first logical volume,
but DOES NOT copy SYSBOOT onto the logical volume. To do this, the
CPBOOT command (which see) must be used. Also, since SYSBOOT occupies
a particular physical position on the disk, it (ANN)'I' be replaced by
normal flle system operations (e.g., CPF). _

. TESTVOL (TEST_VOLUME)

An online disk diagnostic that lives in /SYSTEST.

TRACKS_PER CYL

A disk parameter defining the number of tracks (heads) per cyllnder
on a physical disk.

UID

Unique identifier. A 64-bit number that is the wnique "name" of any
object (file, physical or logical volume, acl, directory, etc.) that
lives in or is part of the Apollo file system. Certain objects, since

- their UIDs must be known a priori, are given "canned" UIDs. In particular
the following parts of a disk have canned UIDs:

Q Physical volume label 200.0
Logical volume label 201.0
VIOC blocks 202.0
BAT blocks ‘ 203.0
UNIT

The number of a particular disk drive controlled by a given disk
controller. Unit numbers range from 0 to 3, 0 being the number of
the first (or only) drive on a ocontroller.

VOLUME INDEX (VOLX)

The number returned by the disk $pv_assign and disk_$1v_assign calls
that is used to identify the assigned volume in subsequent calls for
assigned i/o (read, write, format, etc.). (Internally, the VOLX is
“the index of the assigned volume in the Disk Volume Table, which see.)

VOLUME TABLE OF CONTENTS (VIOC)

A table describing the current contents of a logical volume. The VIOC

is an area allocated near the center of a logical volume by INVOL_ during
- the initialization of a logical volume. The size of the VIOC is a function
of the size of the loglcal volume and the average file size as specified
by the user.

C ) The VIOC is allocated in from l'to 8 extents,k each extent being a ocontigquous
set of blocks. Each extent is described by an entry in the VIOC map, a
table in the VIOC header (which is in turn part of the 1lv label). INVOL



allocates the VIOC in such a way as to minimize conflicts w1th badspots and
thus keep the number of VIOC extents to a minimum.

Each block in the VIOC contains up to 5 VIOC entries (which see). Each

VIOC entry contains information about an object stored on the disk. The

Q VIOC entry for a particular object is found by hashing the UID of the object

 (using a hash modulus stored in the VIOC header) to obtain the index of the

VIOC block in which the VIOC entry for the object is to be found. (This
calculation produces the daddr portion of a VIOC Index, which see.)
If an object is being created, and its UID hashs to a VIOC block that
already contains 5 entries, a VIOC extension block (hash backet) is allocated
and chained to the full VIOC block.

VOLX

~ See Volume Index.

VIOC
See Volume Table of Contents.

VIOC ENTRY (V’.IOCE:)
An entry in a VIOC block describing the attributes and location of an object
on a logical volume. A VIOC entry contains the UID of the object, the
date/times last used and modified, the current length and the UIDs of
the ACL, TYPE, and containing directory for the object (the latter only if
the object is cataloged).

A VIOC entry also ocontains pointersk to the first 32 blocks of the object
and pointers to the Level 1, 2, and 3 file maps (if any) for the object.

VIOC INDEX (VIOCX_T)

A pointer to the VIOC entry for an object of the form DDDDDX, where DDDDD
is the logical daddr of the VIOC block for the VIOC entry of the object
and X is the index (0-4) of the VIOC entry in the block.

For example; the pointer to root directory in the VIOC header is a VIOCX.

If it has a value of 734D0, then the VIOC entry for "/" is the first entry

in physical disk block 734E, assuming the logical volume starts at daddr 1.
VIOC MAP | |

An array in the VIOC header (in the lv label) describing the location
and size of up to 8 VIOC extents. See VIOC.

VTOCE

See VIOC Entry.
VIOCX

Seé VIOC Index.
“IRITE PROTECTED

The state of a mounted or assigned volume that inhibits anyv writes
to the volume. Of the disks supported by Aegis, only floppies and



some storage modules have hardware write protect mechanisms. When a -
, yolume is write protected (by the —protect option of MIVOL or by
dlle$as_optlons) , the protected state is recorded by Aegis (in the
IVTE for the volume) and prevents Aegis from attempting writes.
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